TRENDING SCAM:

Fake bank SMS offering
fixed deposit scheme promotions with high interest rates
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offered by banks
e Banks will never send

SMSes with clickable links

SMSes from the banks will always reflect the banks’ officially registered names. Organisations
that are not officially registered with IMDA with reflect a Sender ID as “Likely-SCAM”.

Victims receive SMSes from fake bank numbers promoting fixed deposit schemes with high interest rates.

Interested victims who call the number provided in the SMSes are asked by scammers posing as bank staff
to open ‘bank accounts’ for the fixed deposits. They will also be provided fake bank statements as
confirmation and are asked to transfer money into their new ‘bank accounts’ to secure the high interest rate.

Victims realise they were scammed when they do not find any records of the fixed deposit in their banking
application, or when they verify with their banks.

Some Precautionary Measures:

- the ScamShield App to protect yourself from scam calls and SMSes. Set up transaction limits for
internet banking transactions.

CHECK - with official sources
. Call the bank directly at its official hotline to verify the authenticity of any bank offers.
. Call the Anti-Scam Helpline at 1800-722-6688 if you are unsure if a situation you are facing is a scam.

TELL - Report any fraudulent transactions to the bank and lodge a Police report immediately.
For more information on this scam, visit SPF | News (police.gov.sg)
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TREND PENIPUAN:

SMS bank palsu tawar promosi skim simpanan tetap
dengan kadar faedah yang tinggi

Tangkap layar kiriman SMS Tangkap layar kenyataan bank

yang diterima mangsa palsu yang disediakan oleh PERIKSA tanda-tanda
(@ TS D penipuan ini:
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Kiriman SMS daripada bank akan sentiasa menunjukkan nama yang digunakan oleh bank untuk
mendaftar secara rasmi bersama IMDA. Pertubuhan yang tidak berdaftar secara rasmi akan mempunyai
Pengenalan Pengirim SMS yang dilabel sebagai "Kemungkinan PENIPUAN" (Likely - SCAM).

Mangsa menerima kiriman SMS daripada nombor bank palsu yang mempromosikan skim simpanan tetap
dengan kadar faedah yang tinggi.

Mangsa yang berminat akan menghubungi nombor yang diberikan dalam kiriman SMS berkenaan. Apabila
dihubungi, penipu yang menyamar sebagai kakitangan bank akan meminta mangsa untuk membuka 'akaun
bank' bagi simpanan tetap. Mangsa juga akan diberikan penyata bank palsu sebagai pengesahan dan
diminta memindahkan wang ke dalam 'akaun bank' baharu mereka bagi mendapatkan kadar faedah yang

tinggi.
Mangsa hanya akan menyedari bahawa mereka telah ditipu apabila mereka tidak menemui sebarang rekod
simpanan tetap tersebut dalam permohonan perbankan mereka, atau apabila mereka menghubungi bank
mereka untuk mengesahkan simpanan tetap itu.
Beberapa langkah berjaga-jaga:
- Aplikasi ScamShield untuk melindungi diri anda daripada penipuan melalui panggilan telefon
dan kiriman SMS. Tetapkan had urus niaga bagi urus niaga perbankan internet.

PERIKSA - dengan sumber-sumber rasmi
. Hubungi bank secara langsung di talian rasmi untuk mengesahkan kesahihan sebarang tawaran bank.

. Telefon Talian Bantuan Antipenipuan di 1800-722-6688 sekiranya anda tidak pasti jika situasi yang
sedang anda hadapi ialah satu penipuan.

BERITAHU - Laporkan sebarang transaksi menipu kepada bank dan buat laporan polis dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)

Y >
[ Care ADD CHECK TELL SINGAPORE
C‘( P\gamst SCG ScamShield app and for scam signs and with Authorities, family and NATIONAL POLICE FORCE
,"\9 security features official sources friends CR[MEC P&%CNITON ?  SAFEGUARDING EVERY DAY


https://www.police.gov.sg/Media-Room/News

(pebTevTennfl Gomeig:

AB& el 1y &G miIs6T C1&mesaTL [Hl6m6VWITEsT sMmAULIL| S
SLLEIg6en6IT aULpmI(GL CLmed) sumis) & mi(shel &l seir

ur & sLILILLUIT56TT Cuorgig & &My eupriflul .
Qumm BmIEHAF IS ufl6sT GumeSlwi et 6urtiz) Curzy siflGHaemens
Slengssrlél S &ensullest Hlemyssml FfluTj& &6
@ . * EUMIKSHEITITEL QULPMIS LILI(HILD
+659426

H#UOB e — FrHHWLWLMHM 2 Wi
[Ep— = oND i

MM
$X15:48 » fleifls CFlwsgalgWw

B em6TOTLIL|BHEMETT S

Q& metoTL
GNIECFLS &6
‘ SUMIE&6T (HELITEILD
J SIS

surs1H) &61fl60) (HIb B 61 (THLD (HMI(EHEFUIS &6 TLICLITGILD curki serfletT 91 SMTLILLTaULTES
ugley QswwiulL QuuisensTL LNFHLES 5 GLW.5856u606STLTL 2s1L 8 Gowum(h
1,6B6TTWIS B L 65T S SMTLLTeuLms LiSley GlaunwliLLrg himieussnisseflesr en|liL by
SjevLwimemibd “Likely-SCAM” etesTm) LN HLIeS) & (&LD.
915& el ly NAFMGET QameauL  Heneowimear meaullsh SHLLmssmer elembdbUrlUuGSHEHID Cumed  eums
sTan&aMNed(bhH LTHSSLILLL UTSHET GMIEhLIFILISSHenanil CLMIeUTTEHeT.

GMIEHLFIIH BN UPRISLILIBLD 6TEHIENEMT SMPSGSD QY TOU(PETET LTHSSLILL L UFSHET, aUhS 2aTLhluif&HenenLl
Gumev SemMOILLLD QWD CrFQ&ESTIIEHeTeL  Heneowlmer meULLUSSTMSHE QURIS S8 EGSH6T
Hmé@mm  CHLSLULGUTISHET.  UTSEFSHG 2MIHUIUGSHHID aNHwrsd GCuredl eumid  MEMEHSEHLD
QIORISILRL. 586 eallly afGh&GN CUMIQIGHETES SHRIGFH LUHUW QRS &HISGSHND LSS
wrHileN@GLrm aujser Cal(hsGsmeamariueall].

ShGET aIh& QFwedluNed Heneowimest MEULLSCASTMSHUNGT (THGHOUTH ULHDUUD STETHCUTEH LVG)
SIQUTSHET  FHMIGET CURIAGEHL 6T  FHUTTSEGSLCUTE  eufsHem Grgly  QFWUIINLLL Mg UTHSSLILIL L eUTSHET
o_6UITEUMITS61T.

Hev (PTQAMTEFFNEMS HL6LIG S NS E6IT:

- Conglg SISO BHEID GSMIEhAFIIHHMNNBHEHID 2 MG LTGHSTHSHSOST6TeT avCaLhade(h
Qswedlemws CEf&EsaD. Qe uRI&E  CFemer  LFleUTHSHMBISEFSEHTET  LFleUTHSHEM6ET  6UILDLISEm6N
SIMLDEHSHEYLD.

FHlUMT&S - HSTTHSIU YGTIRISEHL 6T FHILIMTES6LD

. THHRQUTH R FIMESHN6T BHOLSSSHETOWMIW FHUTTEHS, UMW UG AUHSMILLL T QUETSH
QaTemeuGL& 61681 eLpeLLD CHIIQUITES HEDLNSHSHELD.

. BhigeT e1SJQsTeTEphD (b FHLpHemev e@h GLOMFIQUIT 6T60TM 2 MIGEHGS CQHFILONMEL 6T6ITMITED, 1800-722
-6688 61601 6T6uOIGNINGL GLOMEFIQS S(HLUL 2 HT 6TEHINETI SMLNEHSELD.

Cemeven - ¢gCoemId  CIgly UfUTHHMETSHT BLHSTOHL DG URHUILLD CQHflaNss, o L equins
SMeUELGIMMUTNL LD LS CIFUIU|RISe6NT.
Ans Crsy GM&E CL aNeUNRISELSHE, SPF | News (police.gov.sq) QENEIULISHEMEHENG BHT(HHIS6N.

SINGAPORE
POLICE FORCE

SAFEGUARDING EVERY DAY

[ Care ADD CHECK TELL

c‘( pgainst Sca ScamsShield app and for scam signs and with  Authorities, family and NATIONAL
,”\9 security features official sources friends CRIMEFREVENTION



https://www.police.gov.sg/Media-Room/News

