Trending Scams
in the past week:

Fake Friend Call Scam

Job Scam

Investment Scam

E-Commerce Scam
(Variants)

Phishing Scam
(Calls Impersonating
Government Agencies)
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ScamShield app and
security features

Interested in buying second-hand items from Facebook? Be wary of
scammers asking you to download malicious apps to make payment!

Scam Tactics

Scammers would post advertisements for various second-hand
items (such as clothes, electronics, furniture) on social media
platforms like Facebook. After victims responded to the
advertisements, they would be asked to communicate on

WhatsApp.

When both parties came to an agreement on the prices for the
second-hand goods, victims would be asked to download an
Android Package Kit (APK) to receive deposit payment and
invoice.

The APK is an application created for Android’s operating
system, which contains malware, and allow scammers to
access to the victim’s device to steal banking credentials and
passwords. Victims would realise they were scammed after
discovering unauthorised transactions were made from their
bank accounts.

Some Precautionary Measures:

- ScamShield to protect yourself against scam calls
and SMSes. Add Anti-virus/anti-malware applications from
official app stores to your device and update it regularly
with the latest security patches.

CHECK - For scam signs with official sources (e.g.
ScamShield WhatsApp bot @ https://go.gov.sg/scamshield
-bot, call the Anti-Scam Helpline on 1800-722-6688, or
visit www.scamalert.sg). Be wary if asked to download
unknown apps to purchase or sell items on Facebook.

Check the developer information on the app, the number of
app downloads and app user reviews to ensure it is a
reputable and legitimate application. Only download from
official app stores (i.e. Google Play for Android). Do not
grant permissions for access to device hardware or data to
unknown apps.

TELL - authorities, family, and friends about scams. Report
the number to WhatsApp to initiate in-app blocking and
report any fraudulent transactions to your bank
immediately.

For more information on this scam, visit SPF | News (police.gov.sg)
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Got things in your house that you don't want anymore?
11 We Buy from you for at least $30! !

11 Sell us your unwanted preloved items & w... See more

*0id Clothe
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*0id Furniture
*Antic Coliection

Opens in Messenger

® Send Message
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[Example of a fraudulent
Facebook advertisement]
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Anti-Virus Apps (Android) Subscription*

ty and Antivirus
curity: VPN Antivirus
» Mobile Security & Antivirus (Trend Micro)

» Norton360 Antivirus and S

[List of Recommended
Anti-Virus Apps provided by the
Cyber Security Agency of
Singapore]
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan E-Dagang
(Varian penipuan)

Penipuan Pancingan Data
(Panggilan Menyamar
Sebagai Agensi
Pemerintah)
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Berminat untuk membeli barangan terpakai di Facebook? Berhati-hati
dengan penipu yang meminta anda memuat turun aplikasl bernlat Jahat

untuk membuat bayaran!
Taktik Penipuan

Penipu akan menghantar iklan untuk pelbagai barangan
terpakai (seperti pakaian, barangan elektronik, perabot) di
platform media sosial seperti Facebook. Setelah mangsa
menjawab iklan tersebut, mereka akan diminta supaya
berkomunikasi di WhatsApp.

Setelah kededua pihak bersetuju dengan harga untuk
barangan terpakai tersebut, mangsa akan diminta supaya
memuat turun satu aplikasi Kit Pakej Android (APK) untuk
menerima bayaran wang cengkeram dan invois. APK tersebut
adalah satu aplikasi yang dicipta untuk sistem operasi
Android, yang mengandungi perisian hasad, dan
membenarkan penipu mendapatkan akses ke peranti
mangsa untuk mencuri butiran dan kata laluan perbankan.

Mangsa akan menyedari bahawa mereka telah ditipu selepas
mendapati transaksi tanpa kebenaran telah dibuat daripada
akaun bank mereka.

Beberapa langkah berjaga-jaga:

Aplikasi antivirus/antiperisian hasad daripada gedung
aplikasi rasmi ke peranti anda dan kemas kini ia dengan tetap
dengan patch keselamatan terkini.

PERIKSA - Tanda-tanda penipuan dan dengan sumber-sumber rasmi
(misalnya periksa dengan bot ScamShield WhatsApp di https://
go.gov.sg/scamshield-bot, telefon Talian Bantuan Antipenipuan di
1800-722-6688, atau layari www.scamalert.sg).

Berhati-hati jika anda diminta supaya memuat turun aplikasi yang
tidak dikenali untuk membeli atau menjual barang di Facebook.
Perikasa maklumat pemaju di aplikasi tersebut, bilangan muat
turun dan ulasan pengguna untuk memastikan aplikasinya mempu-
nyai reputasi yang baik dan sah. Muat turun aplikasi hanya da-
ripada gedung aplikasi rasmi (misalnya Google Play untuk Android).

Jangan beri keizinan untuk akses ke perkakasan atau data peranti
ke aplikasi yang tidak diketahui.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang
penipuan. Laporkan nombor tersebut kepada WhatsApp untuk
memulakan penyekatan dalam aplikasi, dan laporkan sebarang
transaksi menipu kepada bank anda dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari

SPF | News (police.gov.sg)
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Anything that s not 100% Brokea

WE WILL BUY IT

Opens in Messenger

® Send Message
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[Contoh sebuah iklan
Facebook menipu]
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rity: VPN Antivirus

rity & Antivirus (Trend Micro)

» Kaspersky: VPN & Antivirus

» Lookout - Mobile Data Security

[ Senarai Aplikasi Antivirus yang

Disarankan yang telah disediakan oleh
Agensi Keselamatan Siber Singapura ]
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Anti-Virus Apps (Android) Subscription*

» Avast Ant rity
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» McAfee S ity: VPN Antivirus

» Mobi ty & Antivirus (Trend Micro)
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» Norton360 Antiviru:
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