TRENDING SCAMS

Issue

nOAO-I

23 March 2023

IN THE PAST WEEK

Scams to look out for

Fake Friend Call Scam

You receive a phone call from a “friend”. You are asked to guess
the caller’s name. You are then asked to save their new number.
A few days later, you are asked to provide financial assistance.

CHECK with your friend through other communication channels
or at their original number to verify if they have called you.

Job Scam

You receive a job offer promising great salary with little effort out
of the blue.

CHECK with official sources, such as the company'’s official
website, to verify the job offer.

Investment Scam
You are offered an investment with very high returns.

CHECK with official sources, such as the company’s official
website, to verify the deal.

E-Commerce/ Property Rental Scam

You see a deal online for popular items, or property rental, that
are priced below market rates.

CHECK with official sources, such as the company'’s official
website, to verify the deal.

Phishing/ Calls Impersonating Govt Agencies

You receive a message claiming to be from an authority. You are
asked to click on a link to provide your personal details or make
payments to resolve an issue.

ADD ScamShield app on your mobile phone to protect you from
scam SMSes, and do not click on links from suspicious SMSes.



/\ Renting a unit? Learn about Property

Rental Scam

Scam Tactics

« Scammers use fake online
property listing to scam victims
who initiate conversations via
WhatsApp

* They impersonate registered
property agents, provide pictures
of the property, and send a lease
agreement with the owner’s name
and NRIC for signature

+ Scammers will request for
payment (e.g. rental deposits) and
disappear after receiving the
payment

IENT (RESIDENTIAL)
THIS AGREEMENT is made on he_5_day_March month_2023 year

BETWEEN

Name.
NRIC
Adress:  Cityscape @ Farrer Park]

(heeinater known s “"he Landicrd” which expression where th context 50 agis shal inchide the Landrd's successors and assigns) of the one part
Name:

NRIC.

o [

(heeinafe known s “The Tenan” which expresson where the context so adrmis shall ncu the Tenan’ successors and assins) o the other part

WHEREBY IT IS AGREED AS FOLLOWS:

1.The Lar T o1

sogapore [N hecenatie catied the premises’) h the fumitre, fatures and other efects therein (as more fuly described i
the Inventory List for a period of Tweny Fou Morits (24 15 day of Agd year
2023, at the monihly renta in the sum of Sivgapore. Dol Tvee Thousand Dolars Only (553,000 00) payable

 the sum of Singapore Dolars SECURITY DEPOSIT

4. The Tenanthereby agrees withthe Laniord as folows:

soesad ot
iiiii RENTHIRING SERVICE
(o) To pay allcharges due n respact ofany telephone, supply of walr,slcticty, gas and  CHARGES
eage system andior oer equpment nstaled a the s34
e pemon PAYMENT OF OUTGONGS

[Image of the forged tenancy agreement]

- Liaise with property agent using only agent’s
phone number registered on CEA’s Public
Register

* Key in the advertised phone number on the
CEA Public Register to perform a search to
confirm that it leads to a registered property
agent’s profile page. If the advertised phone

number is not registered with CEA, it is likely a

scam




A How to protect yourself

[ Care

‘>~C’1 Against ch’b

Remember to Add, Check and Tell (ACT) before making any decisions.
And never respond to urgent requests for info or money.
Always verify such requests with official websites or sources.

Get the latest advice. Visit www.scamalert.sg
or call the Anti-Scam Helpline at 1800-722-6688.

Report scams. Call the Police Hotline at 1800-255-0000 or submit
information online at www.police.gov.sg/iwitness. All information will be
kept strictly confidential.

ﬁi ‘ Download the free ScamShield app
@ ﬁ Detect, block and report scams with the ScamShield app.

GETITON 2 Download on the
® GooglePlay [l @ App Store

A crime prevention initiative by In collaboration with
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SEPANJANG MINGGU LEPAS

Penipuan yang harus diawasi

Penipuan Panggilan Kawan Palsu

Anda menerima satu panggilan daripada seorang “kawan”. Anda diminta
supaya meneka nama si pemanggil. Anda kemudian diminta supaya
menyimpan nombor baru si pemanggil tadi. Beberapa hari kemudian,
anda diminta supaya memberikan bantuan kewangan.

PERIKSA dengan kawan anda melalui saluran komunikasi yang lain atau
di nombor asal kawan anda untuk memastikan jika mereka benar-benar
telah menelefon anda.

Penipuan Pekerjaan

Anda menerima satu tawaran pekerjaan yang menjanjikan gaji yang
lumayan tanpa perlu banyak usaha secara tiba-tiba.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi
syarikat tersebut, untuk memastikan kesahihan tawaran pekerjaan yang
dijanjikan.

Penipuan Pelaburan
Anda ditawarkan satu pelaburan dengan pulangan yang sangat tinggi.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi
syarikat tersebut, untuk memastikan kesahihan pelaburan tersebut.

Penipuan E-Dagang/Sewa Hartanah

Anda melihat satu tawaran dalam talian untuk barangan yang popular,
atau sewa hartanah, yang berharga di bawah kadar pasaran.

PERIKSA dengan sumber-sumber rasmi seperti laman web rasmi
syarikat tersebut, untuk memastikan kesahihan tawaran tersebut.

Pancingan Data/ Panggilan yang Menyamar
Sebagai Agensi Pemerintah

Anda menerima satu pesanan yang mengaku ia datang dari pihak
berkuasa. Anda diminta untuk mengklik satu pautan untuk memberikan
butir-butir peribadi anda atau membuat bayaran untuk menyelesaikan
sesuatu isu.

MASUKKAN aplikasi ScamShield di telefon bimbit anda untuk melindungi
diri anda daripada penipuan SMS, dan jangan klik pautan-pautan daripada
SMS-SMS yang mencurigakan.



/\ Hendak menyewa unit? Belajar
tentang Penipuan Sewa Hartanah

Taktik Penipuan

* Penipu menggunakan senarai
hartanah dalam talian palsu untuk
menipu mangsa yang memulakan
perbualan melalui WhatsApp

* Mereka menyamar sebagai ejen
hartanah berdaftar, menyediakan
gambar-gambar hartanah
tersebut, dan menghantar surat
perjanjian pajakan dengan nama
pemilik dan NRIC untuk
ditandatangan

* Penipu akan meminta bayaran
(misalnya wang cengkeram sewa)
dan lesap setelah mendapat
bayaran tersebut.

165 000 100 Fu ) 20 w0
TENANCY AGREEMENT (RESIDENTIAL)

THS AGREEMENT is made on te_S_day_March month_2023 year

BETWEEN

Name
NRIC:
Address:  Cityscape @ Farer Par

(herenater known as “be Landrs” ndlod's successors and assigns) ofthe one pat

Name:
NRIC.

Adaress

(hereinater known as The Tenant” which expression where th context 5o admis shal include the Tenan's successors and assigns)of e othe part.

WHEREBY IT 1S AGREED AS FOLLOWS:
1 o et and the Tenant

RENTMIRING SERVICE
CHARGES.

PAYMENT OF OUTGOINGS

[Gambar perjanjian penyewaan yang dipalsukan]

* Hubungi ejen hartanah dengan menggunakan
hanya nombor telefon ejen yang berdaftar di Daftar
Awam CEA

+ Masukkan nombor telefon yang diiklankan di
Daftar Awam CEA untuk membuat carian bagi
memastikan yang ia akan membawa kepada satu
laman profil ejen hartanah yang berdaftar. Jika
nombor telefon yang diiklankan tidak berdaftar
dengan CEA, ia berkemungkinan satu penipuan




A Bagaimana melindungi diri anda

[ Care

x>°1 pgainst sC‘a

>
e

Ingatlah untuk Masukkan (Add), Periksa (Check) dan Beritahu (Tell)
atau ACT sebelum membuat sebarang keputusan.

Dan jangan membalas sebarang permintaan mendesak untuk maklumat
atau wang.

Pastikan selalu kesahihan permintaan-permintaan tersebut daripada
laman-laman web atau sumber-sumber rasmi.

Dapatkan nasihat terkini. Lawati www.scamalert.sg
atau hubungi Talian Bantuan Anti-Penipuan di 1800-722-6688.

Adukan penipuan. Panggil Talian Hotline Polis di 1800-255-0000 atau
hantarkan maklumat dalam talian di www.police.gov.sg/iwitness. Semua
maklumat akan dirahsiakan sama sekali.

_ﬁﬁ . E Muat turun aplikasi percuma ScamShield bernama
N Detect, sekat dan adu penipuan dengan aplikasi
% h,,h. ScamShield.

EI-&?'E#E » Google oy Jl @ Ao Siore

Sebuah inisiatif pencegahan jenayah oleh Dengan kerjasama
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