yeocio i NEW Variant of Government Official Impersonation Scams
in the past week:
Scam Tactics

Victims receive calls from scammers impersonating staff
from the bank alleging the victim has outstanding credit
card charges that are linked to criminal or money laundering

activities.

The call would then be transferred to a fake “government
official” impersonating a government official, like the Police,
and victims would be informed they are being investigated
for criminal activity.

Fake Friend Call Scam

The conversation would transit to WhatsApp/Telegram.
Victims would be instructed to:

a. Download an application and grant remote access;
Investment Scam

b. Log into their bank accounts to aid “investigation”; and

c. Not to use/touch their phone and placing the phone’s
screen face down.

The application contains malware, allowing scammers to
access victims’ phone remotely, to make unauthorised
transactions.

Victims would realise they were scammed after fffxamp’e of a scammer allegedly
unauthorised transactions were made from their bank rom govem”;‘;’;;z’agﬁ]”c’es inanin-
accounts.

Some Precautionary Measures:

Paid

- ScamShield App and set security features (e.g., - i
E-Commerce Scam enable two-factor (2FA) or multifactor authentication for AR pul

Paid

(Variants) banks, social media, SingPass accounts and set transaction ® ernts e S Fad
limits on internet banking transactions, including PayNow).

CHECK - For scam signs and with official sources (e.g. o
ScamShield WhatsApp bot @ https://go.gov.sg/scamshield- Fa

bot , call the Anti-Scam Helpline on 1800-722-6688, or visit o Paid
www.scamalert.sg). paid

TELL - Authorities, family, and friends about scams. Report
the scammers to WhatsApp and Telegram.

Internet Love Scam

[List of Recommended Anti-Virus Apps
provided by the Cyber Security Agency of
Singapore]

For more information on this scam, visit SPF | News (police.gov.sg)
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Anti-Virus Apps (Android)

- ScamShieldf iEFH RERLINE (MER
7. W, Singpassik P B HANESR L EIAUEF R
EMEZRITXHREM, BE PayNow) -

EF -EAHEFEEERER (MEiEScamShield
WhatsApp #18 A @ https://go.gov.sg/scamshield- [
bot ~ #% #T & i€ Us #v £ 1800-722-6688 = % i %

www.scamalert.sg) -
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan Pekerjaan

Penipuan E-Dagang
(Varian penipuan)

Penipuan Cinta
Internet

Varian BAHARU Penipuan Penyamaran Sebagal Pegawal Pemerintah

Taktik Penipuan

Mangsa menerima panggilan daripada penipu yang menyamar
sebagai kakitangan dari bank yang mendakwa mangsa
mempunyai caj kad kredit tertunggak yang dikaitkan dengan
aktiviti jenayah atau pengubahan wang haram.

Panggilan itu kemudiannya akan dipindahkan kepada seorang
"pegawai pemerintah" palsu yang menyamar sebagai pegawai
pemerintah, seperti pihak polis, dan mangsa akan
dimaklumkan bahawa mereka sedang disiasat kerana aktiviti
jenayah.

Perbualan akan beralih ke WhatsApp/Telegram. Mangsa akan
diarahkan untuk:

a. Muat turun aplikasi dan beri akses dari jauh;

b. Log masuk ke akaun bank mereka untuk membantu
"penyiasatan"; dan

c. Tidak gunakan/ sentuh telefon mereka dan letak skrin
telefon menghadap ke bawah.

Aplikasi tersebut mengandungi perisian hasad yang
membolehkan penipu mendapat akses telefon mangsa dari
jauh untuk melakukan transaksi tanpa kebenaran.

Mangsa akan menyedari bahawa mereka telah ditipu selepas
transaksi tanpa kebenaran dibuat daripada akaun bank
mereka.

Beberapa langkah berjaga-jaga:

Aplikasi ScamShield dan pasangkan ciri-ciri
keselamatan (misalnya, dayakan pengesahan dua-faktor (2FA)
untuk bank, media sosial, akaun Singpass dan tetapkan had
transaksi untuk transaksi perbankan internet, termasuklah
PayNow).

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber
rasmi (misalnya periksa dengan bot ScamShield WhatsApp di
https://go.gov.sg/scamshield-bot, telefon Talian Bantuan An-
tipenipuan di 1800-722-6688, atau layari www.scamalert.sg).

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan ten-
tang penipuan. Laporkan penipu ke WhatsApp dan Telegram.

[Contoh penipu yang kononnya
daripada agensi pemerintah dalam
panggilan dalam aplikasi]

Anti-Virus Apps (Android) Subscription*
st Antivirus ee

Paid
Paid
Paid
irus (Trend Micro) Paid

and Security Paid

Paid
Paid

Paid

Paid

[Senarai Aplikasi Antivirus yang
Disarankan yang telah disediakan oleh
Agensi Keselamatan Siber Singapura]

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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