Lost money to scammers?
Beware of fake fund recovery services.

Since Jan 2024, at least $1.2 million has been lost to Fund Recovery Services Scams.

Scam advertisements placed on social media platforms
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For more information, visit

go.gov.sg/spf-scamresources.

If you encounter a fraudulent advertisement,
report it to the social media platform.

Scammers impersonate legal or financial firms and target victims who have lost money to investments or scams.
Scammers may reach victims via calls/messages/emails and use social media advertisements (e.g. Facebook) to
promote their "fund recovery" services.

Scammers would instruct victims to make upfront payments via bank transfers, cryptocurrencies, or virtual credits,
claiming these as "administrative procedures". Scammers may also access victims’ mobile devices and bank
accounts by requesting victims to:

a. Download software like AnyDesk; or
b. Share their banking credentials, debit/credit card details, or One-Time Passwords (OTPs)

Victims would realise they had been scammed when their funds are not recovered, scammers became uncontactable,
or after checking with their banks or the Police.

Some Precautionary Measures:
- Two-Factor or Multifactor Authentication for your banks and online accounts. Set transaction limits for internet
banking transactions, including PayNow). Secure a portion of your bank savings with Money Lock.

CHECK - if the law firm is registered with the Legal Services Regulatory Authority (LSRA) using the LSRA directory at
https://eservices.mlaw.gov.sg/Isra/search-lawyer-or-law-firm/. If the advertised law firm is not registered, it is likely to
be a scam.

o Call the Anti-Scam Helpline at 1800-722-6688 to check when you are unsure if a situation you are facing is a
scam.

o Do not believe companies that claim to be able to recover the monies you have lost.

o Do not share your banking credentials, debit/credit card details, or One-Time Passwords (OTPs) with others.

TELL - the authorities, family, and friends about scams. Report any fake comments or postings to the online platform

administrators.
For more information on this scam, visit SPF | News (police.gov.sg)
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Kehilangan wang kepada penipu?
Berhati-hati dengan perkhidmatan pemulihan dana palsu.

Sejak Jan 2024, sekurang-kurangnya $1.2 juta lesap akibat
penipuan perkhidmatan pemulihan dana.

Iklan penipuan diletakkan di platform media sosial
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Jika anda menemui sebuah iklan menipu,
laporkannya ke platform media sosial tersebut.

Penipu menyamar sebagai firma guaman atau syarikat perkhidmatan kewangan dan menyasarkan mangsa yang telah kehilangan
wang akibat pelaburan atau penipuan. Penipu mungkin menghubungi mangsa melalui panggilan, mesej atau e-mel dan menggunakan
iklan media sosial (contohnya, Facebook) untuk mempromosikan perkhidmatan "pemulihan dana" mereka.

Penipu akan mengarahkan mangsa untuk membuat bayaran pendahuluan melalui pemindahan bank, mata wang kripto, atau kredit
maya, dan mendakwa ia adalah sebahagian daripada "prosedur pentadbiran". Penipu juga mungkin mengakses peranti mudah alih dan
akaun bank mangsa dengan meminta mangsa untuk:

a. Memuat turun perisian seperti AnyDesk; atau
b. Berkongsi butiran perbankan, butiran kad debit atau kredit, atau Kata Laluan Guna Sekali (OTP) mereka

Mangsa akan menyedari mereka telah ditipu apabila dana mereka tidak dikembalikan, penipu tidak dapat dihubungi lagi, atau selepas
memeriksa dengan bank-bank mereka atau polis.

Beberapa langkah berjaga-jaga:
- Pengesahan Dua-Faktor atau Pengesahan Pelbagai Faktor untuk bank dan akaun dalam talian anda. Tetapkan had transaksi

untuk transaksi perbankan internet, termasuklah PayNow). “Kuncikan” sebahagian daripada wang simpanan dalam bank anda dengan
Money Lock.

PERIKSA - sama ada firma guaman itu berdaftar dengan Penguatkuasaan Kawal Selia Perkhidmatan Perundangan (LSRA) melalui
direktori LSRA di https://eservices.mlaw.gov.sg/Isra/search-lawyer-or-law-firm/. Jika firma guaman yang diiklankan tidak berdaftar,

kemungkinan ianya merupakan penipuan.

o Hubungi talian bantuan Anti-Penipuan di 1800-722-6688 sekiranya anda tidak pasti jika situasi yang sedang anda hadapi ialah satu

penipuan.
. Jangan percaya kepada syarikat-syarikat yang mendakwa boleh mendapatkan semula wang anda yang telah hilang.
o Jangan berkongsi butiran perbankan, butiran kad debit atau kredit, atau Kata Laluan Guna Sekali (OTP) anda dengan sesiapa.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang penipuan. Beritahu pihak berkuasa, keluarga, dan kawan-kawan tentang
penipuan. Laporkan sebarang komen atau hantaran palsu kepada pentadbir platform dalam talian.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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