Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Social Media
Impersonation Scam

Phishing Scam
(Calls Impersonating
Government Agencies)
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Beware of the links you click on: New variant of

malware can control your device

Scam Tactics

Scammers would post advertisements for various items/
services (Food purchase, Home Cleaning, Pet Grooming, etc.)
on social media platforms like Facebook/Instagram. Once
the victim shows interest, the conversation would transit to

WhatsApp.

Scammers would provide links to download an APK file that
require granting access rights, for the victim to pay a deposit
for the services via bank transfer. The APK file contains
malware that steal the victim’s banking credentials during

the transfer.

Scammers would perform unauthorised transactions from
the victim’s bank accounts before remotely initiating a
factory reset of the victims’ devices.

Unauthorised transactions would only be noticed
subsequently when victims re-install the banking apps on

their devices or call the bank.

Some Precautionary Measures:

- Anti-virus/anti-malware applications from official app
stores to your device and update it regularly with the latest
security patches.

CHECK - The developer information on the app, the number
of app downloads and app user reviews to ensure it is a
reputable and legitimate application. Only download from
official app stores (i.e. Google Play for Android). Do not grant
permissions for access to device hardware or data to
unknown apps.

TELL - Authorities, family, and friends about scams. Report
the number to WhatsApp to initiate in-app blocking and
report any fraudulent transactions to your bank
immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

ADD CHECK TELL
ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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®4 8¢ 82 Good news ! Ah Huat La La launched a
September promotion £%

Special Offer : SKG only $154

Grade A Clams only cost S$4 / KG #%

Our fresh clams are ly farmed & delivered

from our very own clam farm in Taping, Malaysia.
Our Grade A clams are plump, sweet and che...see more
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[Example of a fraudulent Facebook
advertisement selling food products]
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Thank you. Please click the link
below to go to our official webpage
to download the latest version of
the app. Make a reservation and pay
to get 8% off today. We hope to

Sac e sy

hitps//find-favorablecom/app

Remember to "Choose ONESTORE
and click ok” to make the platform
mistakenly believe that a robot
cannot place an order 11 11

[Victim of a fraudulent cleaning service

advertisement invited to download
application through a malicious link]
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan Penyamarandi
Media Sosial

Penipuan Pancingan
Data (Panggilan
Menyamar Sebagai
Agensi Pemerintah)

Berhati-hati dengan pautan yang anda klik: Varian perisian hasad
baharu yang boleh mengawal peranti anda
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®4 8¢ 82 Good news ! Ah Huat La La launched a

Penipu akan menyiarkan iklan di platform media sosial seperti  september promotion

. . H Special Offer : SKG only $154
Facebook/Instagram, untuk pelbagai perkhidmatan (Pembelian Grada A Clama only ooRt S84 / Ka

makanan, Pembersihan Rumah, Dandanan Haiwan Peliharaan,  ourfresh clams are exclusively farmed & delivered

dan sebagainya.). Sebaik sahaja mangsa menunjukkan minat, oo ve own clam farm in Taping, Malaysia.

Our Grade A clams are plump, sweet and che...see more

perbualan akan beralih ke WhatsApp.

Penipu akan mengirimkan pautan untuk memuat turun sebuah
fail APK yang memerlukan pemberian hak akses, untuk
mangsa membayar wang pendahuluan untuk perkhidmatan
tersebut melalui pemindahan bank.

Fail APK tersebut mengandungi perisian hasad yang mencuri
butiran perbankan mangsa semasa pemindahan bank tersebut.

Penipu akan melakukan transaksi tanpa kebenaran daripada
akaun bank mangsa sebelum memulakan tetapan semula
kilang peranti mangsa dari jauh.
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Mangsa hanya akan menyedari transaksi tanpa kebenaran [Contoh iklan palsu yang menjual
telah dibuat apabila mereka memasang semula aplikasi produk makanan di
perbankan pada peranti mereka atau ketika mereka media sosial Facebook]

menghubungi bank.

Beberapa langkah berjaga-jaga:

- Aplikasi antivirus/antiperisian hasad daripada gedung
aplikasi rasmi ke peranti anda dan kemas kini ia dengan tetap dengan
patch keselamatan terkini.

PERIKSA - Maklumat pemaju di aplikasi tersebut, bilangan muat

Thank you. Please click the link
below to go to our official webpage
to download the latest version of

turun dan ulasan pengguna untuk memastikan aplikasinya

. . . . . the app. Make a reservation and pay
mempunyai reputasi yang baik dan sah. Muat turun aplikasi 5 et O Ol ol W So0E 0
hanya daripada gedung aplikasi rasmi (misalnya Google Play AARA0L

untuk Android). Jangan beri keizinan untuk akses ke perkakasan atau https://find-favorable.com/app
data peranti ke aplikasi yang tidak diketahui.

Remember to "Choose ONESTORE
and click ok” to make the platform
mistakenly believe that 3 robot
cannot place an order 11 11

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan

tentang penipuan. Laporkan nombor tersebut kepada WhatsApp x173

untuk memulakan penyekatan dalam aplikasi, dan laporkan [Mangsa satu iklan palsu yang
menawarkan perkhidmatan pembersihan
sebarang transaksi menipu kepada bank anda dengan segera. telah dijemput untuk memuat turun

aplikasi melalui pautan berniat jahat]

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)

7 M
[ Care ADD CHECK TELL SINGAPORE
C‘ Aga'nSt SCQ ScamShield app and for scam signs and with Authorities, family and NATIONAL P_OLICE FD_RCE
"7& security features official sources friends CRIMEFREVENTION SAFEGUARDING EVERY DAY


https://www.police.gov.sg/Media-Room/News

BLbS QuTySSei
(Lp6dTEDTEHTN
CLOM&Ig. 61T

Gurmed mevoTLIy
SienLpLi Gomgilg

Geuemev GLOMFlg.

WL Cmelg

FCLPG o6&
QLML GLomglg

556160 H(HL(h Cmslg
(SIJEMMIS
M LILGenaTL GUimev
SLETOMOILLLD Q&UIWL|LD
SIEDLOLIL|G6T)

Priser &eafls QFILD Qen6IlLSeT GG TFFHEMSIITS Q(HMRISET: LHW 6N
SnE alamaallf@d QETAUT@HATTE 2 MGHT FISHaIHMEHS SLGUUGSS (LG U|D

ComElg 2 HS)56l
FIRMM Ah Huat La La Wholesaler's
~GUerLE/@6TerOL SJMLD (Facebook/instagram) GUITEHM FeLpd 261L_&&  ©  post

SaMhiGefled LLGaIM CFMEISHELHSHTE (2_60016) CUMIRIGSH6V, ® FIRM Ah Huat La La Wholesaler
ol enL & &5HHD QFUISHED, CQFeLeLLINTTswN LML )
. . . . . . . . ®4 84 8¢ Good ! AhHuatLalal hed
Gurgs;rg)mey) eflembURISEaT CLOTEFIQ&ESTTEET QeneuiisEled Sttt
i Special Offer : SKG only $154
u’éﬂ GQJIT!JJ’G” !JI'I'QGS&S.IJIJI._I_QJU %UQJLD MLl lLIeyL6aT, Grade A Clams only cost S$4 / KG £
2 6MIILIML6D 6UML6rvSyLITN6L QFHITL (HLD. Our fresh clams are exclusively farmed & delivered

from our very own clam farm in Taping, Malaysia.
Our Grade A clams are plump, sweet and che...see more

RIS UMM oD CEFmEUSELSSTET MeULILSOSTMSMIIE
QeenIHGIUFNG CLOTFIQSSTIISHET LUTSHSSLILILL QIS EDH&HSE
SIS 2 fleNLDGEN6T QUPMRIGD APK GaMUsmLL LHeNMEESLD
QWD @Q6NEUUTLILGE6T QULPRIGEUTTSH6T.eURIE LFMHME SHedt
Curg UTHSSILL L eUfledT eumég FH&aueL&Hmens HHEL FhG
allmenaNG@LD CGTAUTHET APK GSHITLLICL 2 6Teng).

CLOMEg&&MTI&H6T LUTHSSLILL L 6UIF6T UM 560018 &6Me0l([HH)
IRESHSSIULTS LfleU]HHnesmensd QFUIUTTSHET. Sig6dT
&, AFHTeneLNO([BHHCH FTGHEIMRIGSETE 2 61161 JHEMEMEHENSW|LD
SIS BB QASTLMIGLDLIG (factory reset) G&UIEUTTEET.

Grade A Clams
wnchamiely ot our clam tarm o Talping, Malaysia.

O Gt A s e sosemd boem ous i farm
Topeg Masrsa e take e 1 rearg s came

UTEHSSLILL L IS HRIGET FTGH6TMRISATND eURESF QFUIelSHemern
e HMIeDLCUTCHT 6LevG QUMK JHMLPEGLCUTCHT
WLLGCWL TS NMESHESILLTE UIflel]TSHS 06 Henens

MESSENGER

&6U6TILILITITS6T. [ 2 qome)L] CILITUEL Hemen MG LD
. . . . . Gumedl .-CLervé elenidLis &lsor
§eov (W6TQ6TTEFNEHME HL 611G &H6MES6: 2. gmyenD |
¢ I

- 2 MIG6T FMGH6HS0 HE&HHTL HHLULUEF QFWwedssnern
sHsnU el QFwed eNhiCuns HmialarmsaNed@dhg L (HLD
uSHaNM&EsLD Q&G LS UTHISTIL SDFRIGHEMET 2 L 60)5HEL 601
CEIHH(BMISET.

Fflumss - Qewedluet 2 (HeUTEGBHT §EH6U6D, LEONME SRSt
6T600T600N&H6mS LOMHMILD LWI6T] EHIUMLIE ST FHUTTSHE] 1860

Dmu5§)§’mmmmw &QIQ QEILIILIG).ILD 31@5"1]5']9-' QEwed Thank you. Please click the link

. . . . below to go to our official webpage
Gﬁ]@GU_IITU) @ymmma&aﬂaﬂ@mg LDL@C:.LD' Q&I:LIQSTGBGTDGTLI . to download the latest version of
USHONMESLD CFWILRIGET (SISTUH WL JTIHESTE Fo &6l the app. Make a reservation and pay
MNCen eroGLM)). QAHHUWITE QFWIENSEHSHE T8 601S St 1o get 8% off today. We hope to
QUETTQALIT(H 6T SIELEVG| HTEN6EU IITVGEUSMSTE IETLOFHGEN6T v

QULPMMRIS GeUEBITL_MLD.

Qemebey - CMggsemerll UHM HHSTHSEET, &HLDUSS6T,
HEBUTLIT&HET YPHACUIMTFLLD QFTELIMISET. JHS 6THEn6TNs &(H&Hs

hitps://find-favorable.com/app

Remember to “Choose ONESTORE
and click ok” to make the platform

eumlervogyliNed sy QaweuGan®, sTheaeum p Gomgilg. mistakenly believe that 3 robot
L& SMETHEMETUD 2 L GTqUITs 2 RSET URIHGES cannot place an order {1 1
Qs flaNssea)Lb. i

[ SBISDIPESLD GeneroTLiLsTT CLpEVLD
CEFWeVlsmILl LISNDESLD CIEFUILILDLIG

Qg Curey GMS G eNEUTRISELHE, SPF | News (police.gov.sq) CoL B&QGTememILL L Gl GILLTe)

@smsumu_lg,g,mg,mg, rj)rr@rr'u&s?l. Coemer MGMDLITESITE) LITSISSLILIL L
@B |
[ Care ADD CHECK TELL SINGAPORE
c“ P\gamst SCQ,” ScamShield app and for scam signs and with Authorities, family and POLICE FDR_C_E

)

NATIONAL
security features official sources friends CRIMEFREVENTION

SAFEGUARDING EVERY DAY


https://www.police.gov.sg/Media-Room/News

