Trending Scams Manage your taxes safely:
in the past Month Spot the red flags of tax scams and protect yourself!

Screenshot of email impersonating IRAS
Use myTax portal (mytax.iras.gov.sg) to view

and manage your tax transactions with IRAS
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E-Commerce Scam IRAS will never ask you to pay through third

parties or to unknown bank accounts.

You will never receive any confidential tax
information or documents, such as for tax
returns via email.
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Job Scam

il Tax refunds are automatically credited into your
T TSP bank account or via PayNow (NRIC/FIN/UEN)
.. T accounts that is registered with IRAS.

For more information on the scam, visit
go.gov.sg/IRAS-ScamAdyvisory

Phishing Scam

Victims receive unsolicited emails from scammers impersonating IRAS informing them of their eligibility for
tax refunds due to ‘prior overcharge’. These emails contain phishing links that directs them to a fake IRAS
website.

Victims are then directed to select their preferred refund method (i.e., via debit or credit card), and key in
their card details and One-Time Passwords (OTPs) on the phishing website.

Victims realise they have been scammed when they discover unauthorized transfers or deductions from
their bank accounts. ]
Some Precautionary Measures:

- security features and set up transaction limits for internet banking transactions, enable Two-Factor
Authentication (2FA), Multifactor Authentication for bank accounts. Consider Money Lock option for your
bank accounts.

CHECK - the email addresses that you receive carefully, a legitimate email from IRAS ends with
“@iras.gov.sg”. Call the NCPC Anti-Scam Helpline at 1800-722-6688 if you are unsure if a situation you are
facing is a scam.

TELL - the authorities by filing a police report and contact your bank immediately if you suspect that your
account or credit card has been compromised.

For more information on this scam, visit go.gov.sg/IRAS-ScamAdvisory
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TREND PENIPUAN K
SEPANJANG BULAN Uruskan cukai anda dengan selamat:

LEPAS Perhatikan tanda bahaya penipuan cukai dan lindungi diri anda!

Tangkap layar laman web

YEngimenyamenisebagallinas Gunakan portal myTax (mytax.iras.gov.sg)
untuk melihat dan menguruskan transaksi
cukai anda dengan IRAS.
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IRAS tidak akan sekali-kali meminta anda untu
membayar melalui pihak ketiga atau ke akaun
bank yang tidak dikenali.

Penipuan E-Dagang

Anda tidak akan sekali-kali menerima sebarang
maklumat sulit atau dokumen cukai, seperti
untuk pernyataan cukai melalui e-mel.
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Penipuan Pekerjaan

Pembayaran balik cukai akan dimasukkan secara
automatik ke dalam akaun bank anda atau
i et app e melalui akaun PayNow (NRIC/FIN/UEN) yang
o s o berdaftar dengan IRAS.

Untuk maklumat lanjut mengenai penipuan

Penipuan ini, sila layari go.gov.sg/IRAS-ScamAdvisory

Pancingan Data

Mangsa akan menerima e-mel tanpa diminta daripada penipu yang menyamar sebagai IRAS yang memberitahu mereka
akan kelayakan mereka untuk mendapatkan pembayaran balik cukai disebabkan ‘caj berlebihan sebelumnya’. E-mel ini
mengandungi pautan pancingan data yang membawa mereka ke laman web IRAS yang palsu.

Mangsa kemudian akan diarahkan supaya memilih kaedah pembayaran balik yang disukai mereka (iaitu melalui kad
debit atau kredit), dan memasukkan butir-butir kad dan Kata Laluan Guna Sekali (OTP) mereka di laman web pancingan
data.

Mangsa akan menyedari mereka telah ditipu apabila mereka mendapati adanya pemindahan atau potongan tanpa
kebenaran daripada akaun bank mereka.
Beberapa langkah berjaga-jaga:
- ciri-ciri keselamatan dan tetapkan had transaksi untuk transaksi perbankan internet, dayakan
Pengesahan Dua-Faktor (2FA), Pengesahan Pelbagai Faktor untuk akaun bank. Pertimbangkan pilihan ‘Kunci Wang’
untuk akaun bank anda.

PERIKSA - alamat e-mel yang anda terima dengan berhati-hati. E-mel yang sah daripada IRAS berakhir dengan
“@iras.gov.sg”. Hubungi Talian Bantuan Anti-Penipuan NCPC di 1800-722-6688 sekiranya anda tidak pasti jika situasi
yang sedang anda hadapi ialah satu penipuan.

BERITAHU - pihak berkuasa dengan menfailkan laporan polis dan hubungi bank anda dengan segera sekiranya anda
syak bahawa akaun atau kad kredit anda telah dikompromi.

Untuk maklumat lanjut mengenai penipuan ini, sila layari go.gov.sg/IRAS-ScamAdyvisory

7a >
[ Caure ADD CHECK TELL SINGAPORE
c‘( pgainst SCG ScamsShield app and for scam signs and with  Authorities, family and NATIONAL AW POLICE FORCE
,b\s\ security features official sources friends CRIMEFREVENTION SAFEGUARDING EVERY DAY


http://www.go.gov.sg/IRAS-ScamAdvisory

SLhG LOMG
(PSS 261DV GH6IT:

2 _ML1861T 6UIfl&H60161TE &6U6TTLOITE: & 6018 WIIT(6THBI&6IT: 6uif]
Gz seflest LMW M) (&N &eM6IT 6B WITETLD 86301 (h),
2 MLIGEM6ITL LITSI8TE 518 6l &IT6IT(61H %I & 6T!

IRAS 6U6M6VE 6T QL 6MTDMTMITLL & H)6sT

e FeiT a6 IRAS-2_L 63TIT6DT 2 Mm156ms| 6uiflLll
uifleujs s enesTaHemerLl LIMjeneuuilLeyLd
Hljeufl &6 myTax @) 651655 ILI6UTEFEM6V
(mytax.iras.gov.sg) LiwestL(h 5 S aLb.

Thas message a Homm 2 makng kst

Q6T UTSHSHS
Gorglg.

From: RS-SG24
» ELPESTMTLD STLILN6DTI eLP6EVLD Bi6V6V G| CIBlwims

6UMBIEE &> 865078 (&6 CLP6VLD LISTITLD GlF6)|SHSILDLILY
Last-reminder: myTax @{EUTGID 2 gL QFTeV6us).

(refund) Ticket#SG5447856578565

~a INLAND REVENUE
/71| AUTHORITY

@rasdfwnme euflg S&6160 3i6V6v5| ULl Lilgalld
GuITedTM LISSHTEISH6IT 6T5[61{LD LO)63T6DT (6hE6V LLPEVLD
2 MG (ETHS (G BT 6M6USSLILILTS].

PF SINGAPORE

Geausmev GLom&FIlg.

H(HLILNG SrLILI[HID eufLILIETTD 2 EIS6ns) Uk

Vomer Retund Bl tor 1he Al Caarit Musmsbons
20207 " ready (Totsl « 2495001

A o

HeseT6:H160 HMTEG CETHELILIHILD Si606v8] IRAS-60 LiI6Y
QawwiuL (psiter PayNow (NRIC/FIN/UEN)
&6v018 (5 &61fl6v GUITLLILI{HILD.

@5 Guorsly NS Cosv elleurmhis shs S,
go.gov.sg/IRAS-ScamAdvisory @)emesoTLIS 56ITEH M5
BT (HEBISET.

5&6ueL HLG Comgig

UTHSSLILLL &6 SRISLLLT 2 BT (R eUHEUML QLeMEULIGMSL (IRAS) GUTEL LMEFMRIEG @&UIULD
Cursig&&TriseNLL(bhE 6T Ehde0&maT QUMIITTSHET. JeufsHaiLd “Olenswine cuifl” euge0&&LILL L §Ted
auflUUESmesH SHHLULALD NUT&H6T G QUMICUHTS O6TT6TEhFeL QHHWLLGSHID. QHh LO6TT6TErF60&H6M6D &oHer6d
G Qememiige QHSGLD. Semeu GUITEOILITET IRAS @QeneNLSSHeTSHMDHEG QL (HFQFLEYILD.

UTHSSLUILLL UF&ET §86U60 HHEL Qs sasHnGE CQFeme L etr, suflliusigamgsd SHLULQUD a(HLDLLD
wWopmwdh CHIHESBSHH (2IHTUG, ANTESEHLE] (‘debit’) SILEVG SL 6T (‘credit’) LML CLHGVLD), L emL uledr
aNUNRIGEMETULLD 62(H MM LLETLRSHID HL 6 6T6uenesuiud (0TP) 2 eTefli(ROmm Ul L Lu@iD.

UMHSSULL L UTSTE RIS &adHGaaNed(hhg AILSUNTN L6wID SILLLILLIG(HLULSI SI6L6VS)
S0&6SUUL G (HLILG QASHleubd CUTEHISTET CTFIq&HE 2 TenTHUNHLILMSE N6UTSHET 2 wT&H6TM6I).

&lev (TAMTEFNSHMS [HL 6L 5608 56T
Qenemil URIAL LleuTsHSHemersEhs@GL LUTHSMIL SDEFRSMETD Lfleu)sHsHmnest cUIDLSMETILD HENLDESHLD.
QRISS HESHGSHEhSH@G QUL 6nL MMEQSFTE (LPEMMEMUILILD (2FA) LIST(HNS 2 MIFIUMLenL WD QFwWeOUBRSSD. 2 MIG6T
QIMISS &HESHEGSHEhHGL L6l L ([ (Money Lock) GuUT(Raug umm GG LMI&HS6LD.

gfunss - 2 RISEHGHS U@L LOGTETEhEL&aMNT (DSHEUF&HMETSH SHEUATONGES FHUMTES6D. IRAS SIFDILLLD FLL LLJOULDT6S
LO\6BT6uT(EhF 601631 (L &6 “@iras.gov.sg” 67631 (LPlg.euemLW|LD. Brus6T THICHTSEGD &HLHMenev e CLOTFIQUIT 6T6TLIS)

o MHINgg QRN L6y, Corgd G 2.561§ QFHTmeGCLE CFMEUEMIL 1800-722-6688 6T6ITM 6TEUIIGNINGD DO G|

o MIHILGEHHS QsmeTeneaLd.

CEFmeLEy - 2 RIGET HEUISHE VLG HL 6T LML UTHSSILL I HLUUSTE BRhiseT FhCHESHT, HTeUcLGIeMMUNCD LIS
Qe1g AHsMHsMLD QASHULILGSSHCHTEH, 2 RS URSULDID 2 L 6mqlinsg:s QHTL{L Q&merenaLb.

Ans Crsy GM&FH G ONEUTRHISELSHE, go.qov.sg/IRAS-ScamAdvisory EléMETITILIS S TSNS BHIT(HHISS.

7
[ Care ADD CHECK TELL SINGAPORE
c‘( pgainst SCG ScamsShield app and for scam signs and with  Authorities, family and NATIONAL A POLICE FORCE
> ,b\s\ security features official sources friends CRIMEFREVENTION SAFEGUARDING EVERY DAY



https://www.go.gov.sg/IRAS-ScamAdvisory

