Protect Your Singpass Details!
Do not share them with others.

SPF Anti-Scam Resource Guide
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Screenshots of fraudulent online job offers
and conversation with scammers

Victims encounter fake job offers online or on messaging platforms like Telegram or WhatsApp chatgroups.

After expressing interest, victims would be instructed to provide their Singpass password and screenshots of their
NRIC. Under the pretext of a required job screening, victims would also be asked to:

(1) Change their Singpass email address and/or mobile number to those provided by the scammer; or
(2) Authorise the retrieval of their personal details through multiple Singpass login weblinks sent to the victims
Scammers would use the victims’ Singpass accounts to register for bank accounts that would be used to facilitate

criminal activities.
Some Precautionary Measures:

CHECK - Call the Anti-Scam Helpline at 1800-722-6688 to check when you are unsure if a situation you are facing is
a scam.

. Do not click on Singpass login URL links sent to you via SMS or messaging platforms such as WhatsApp or
Telegram. Should you need to access a digital service via Singpass, you should do so via the organisation’s
website.

. Your Singpass and banking credentials, debit/credit card details, or One-Time Passwords (OTPs) are strictly for
personal use. Do not share them with others, as they could be used for criminal activities.

TELL - authorities, family, and friends about your scam encounters. Report any fake comments or postings to the
online platform administrators.

For more information on this scam, visit SPF | News (police.gov.sg)

y >
[ Care ADD CHECK TELL SINGAPORE
c;( pgainst Sca,b ScamsShield app and for scam signs and with  Authorities, family and NATIONAL A POLICE FORCE
s security features official sources friends CRIMEPREVENTION SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

RIPEFIZRY Singpass BN
AStARE,

MTMEZER, BFANR
www.go.gov.sg/spf-scamresources
R N en SRV ML R AN A Ve
RIS,

IC FRONT AND BACK

1EBYSingpass R ERITEIE
fgic/EREEEH—REZD
(OTPs) PR AER,

NSHARE, EXLESHEA
IRFEFIAZEEMNSingpasstt S RFFZRTAO, FIBFEiETD.
MBS EahREEF,

ZEEZESEM L inTelegramE WhatsAppBI XA BIN TSR L ER BB TENS.

ERTRXBE, ZEEREERREMIAO Singpass ZEMSMHERE. NHETITEMS
RAH, REEESHEK:

(1) 3%Singpass B HBR /S FH S E B FIR A B BB R/ FHS8; |
(2) BEXEAZEENE ) Singpass B RXFHIERPURIENMATR
WF&F FAZEER Singpass SR RBRITA O, Wi ARREENREEF.
— LE TR B i -
EF - BEAHEFMHIENEARERVEREN, FKRITRVERRLZ 1800-722-6688 Zif,

. PVIEHFBEIEESEBNESE (40 WhatsApp 5 Telegram) &iIXf Singpass &%
#. &R FHA Singpass RS, MBI ZVAERMNG3HTT.

- I8H) Singpass RERITEIUE. Bic/fEAFREEH—RMEEHER (OTPs) (XBRMNAFEH.
V5t ADE, BiXESESHEATIEREER.

B - R, KAMPRIEREHES. B4 EFREERBRETERTRIEET.

B THEEEZXFX N /G158, 1834 SPF | News (police.gov.sg)

g >
[ Care ADD CHECK TELL SINGAPORE
C‘( pgainst Sca,b ScamsShield app and for scam signs and with  Authorities, family and NATIONAL A POLICE FORCE
s security features official sources friends CRIMEFREVENTION 7 SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

Lindungi Butir-Butir Singpass Anda
Jangan kongsikan ia dengan orang lain.

Untuk maklumat lanjut, sila lungsuri
go.gov.sg/spf-scamresources
untuk mendapatkan salinan Panduan
Sumber Antipenipuan SPF.
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Butiran Singpass dan perbankan,

butir-butir kad debit/kredit, atau

Kata Laluan Sekali Sahaja (OTP)
anda adalah hanya untuk kegunaan
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background
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peribadi.
Jangan kongsikan ia dengan orang

Tangkap layar tawaran pekerjaan dalam talian menipu lain, kerana ia boleh digunakan
dan perbualan dengan penipu untuk kegiatan jenayah.

Mangsa menerima tawaran pekerjaan palsu dalam talian atau di platform pesanan seperti kumpulan sembang
Telegram atau WhatsApp.

Selepas menyatakan minat mereka, mangsa akan diarahkan supaya memberikan kata laluan Singpass dan tangkap
layar kad pengenalan mereka.

Dengan alasan keperluan untuk sebuah pemeriksaan pekerjaan, mangsa akan diminta supaya:

(1) Menukar alamat e-mel Singpass dan/atau nombor telefon bimbit mereka kepada seperti yang diberikan oleh
penipu; atau

(2) Memberi kebenaran untuk mendapatkan semula butir-butir peribadi mereka melalui pelbagai pautan web log
masuk Singpass yang dihantar kepada mangsa

Penipu akan menggunakan akaun Singpass mangsa untuk mendaftar untuk akaun bank yang akan digunakan untuk
memudahkan kegiatan jenayah.
Beberapa langkah berjaga-jaga:
PERIKSA - Hubungi talian bantuan Anti-Penipuan di 1800 - 722-6688 sekiranya anda tidak pasti jika situasi yang
sedang anda hadapi ialah satu penipuan.

. Jangan klik di pautan URL log masuk Singpass yang dihantar kepada anda melalui SMS atau platform pesanan
seperti WhatsApp atau Telegram. Sekiranya anda perlu mengakses khidmat digital melalui Singpass, anda harus
melakukannya melalui laman web organisasi tersebut.

o Butiran Singpass dan perbankan, butir-butir kad debit/kredit, atau Kata Laluan Sekali Sahaja (OTP) anda adalah
hanya untuk kegunaan peribadi.Jangan kongsikan ia dengan orang lain, kerana ia boleh digunakan untuk
kegiatan jenayah.

BERITAHU - Beritahu pihak berkuasa, keluarga, dan kawan-kawan tentang penipuan. Laporkan sebarang komen atau
hantaran palsu kepada pentadbir platform dalam talian.
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