Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Job Scam

E-Commerce Scam
(Variants)

Loan Scam
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Fake SMS leading to the Download of a Fake

HealthHub Application

Scam Tactics

Scammers would send a fake SMS claiming to be from
“Healthier SG”, asking victims to schedule a fully subsidised
Health Plan consultation. The SMS contains a link that
directs victims to a WhatsApp chat where they are prompted
to download and install an APK file.

The APK file contains malware and allows scammers to gain
remote access and control over the victims' devices. The
malware also enables scammers to steal passwords stored
on the device.

Victims would only know about this malicious app on their
devices when unauthorised withdrawals are made from their
bank accounts.

Some Precautionary Measures:

- ScamShield App and set security features (e.g.,
enable 2FA for banks, social media, Singpass accounts; set
transaction limits on internet banking transactions,
including PayNow/PayLah).

CHECK - for scam signs and with official sources (e.g. check
with ScamShield WhatsApp bot @ htips://go.gov.sg/
scamshield-bot, call Anti-Scam Helpline at 1800-722-6688,
or visit https://www.scamalert.sg/).

Only download and install apps from official app stores (i.e.
Google Play Store for Android).

Official Healthier SG SMSes will always show the registered
sender ID “MOH” and will not be sent via mobile phone
numbers.

TELL - Authorities, family and friends about scams. Report
the number to WhatsApp to in-app blocking and report any
fraudulent transactions to your bank immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

ADD CHECK TELL
ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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Friday, 1 September

Healthier SG (HSG), Schedule
your Health Plan consultation,
which will be fully subsidised.
Create your Health Plan with
https:/wa.link/xdpsw3
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Thursday, 31 August

Healthier SG (HSG), Schedule

your Health Plan consultation,

which will be fully subsidised.

Create your Health Plan with
https:/wa.link/cg7909 1339

[ Image of message sent to victims
containing WhatsApp link |

HI, IS TNIS your TIrst pnysical
appointment?

How old are you?
58

Older people need a full body
exam

n HealthHub.apk

Follow the steps to make an
appointment for your physical
examination.

-Download Healthhub apk

-Enable Healthhub (ON) to
accept your booking information.

[ Image of WhatsApp conversation
with the scammer |
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Friday, 1 September

Healthier SG (HSG), Schedule
your Health Plan consultation,
which will be fully subsidised.
Create your Health Plan with
https://wa.link/xdpsw3
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Thursday, 31 August

Healthier SG (HSG), Schedule
your Health Plan consultation,
which will be fully subsidised.
Create your Health Plan with
https.//wa.link/cg7909
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HI, IS TNIS your TIrst pnysical
appointment?

How old are you?

58

Older people need a full body
exam

n HealthHub.apk

Follow the steps to make an
appointment for your physical
examination

-Download Healthhub apk.

-Enable Healthhub (ON) to
accept your booking information.
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan Pekerjaan

Penipuan E-Dagang
(Varian penipuan)

Penipuan Pinjaman

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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SMS palsu yang membawa kepada Muat turun

satu Aplikasi HealthHub Palsu

Taktik Penipuan

Penipu akan menghantar satu SMS palsu yang mendakwa
datang daripada “Healthier SG’, meminta mangsa supaya
menjadualkan satu konsultasi Pelan Kesihatan bersubsidi
penuh. SMS tersebut mengandungi sebuah pautan yang
mengarahkan mangsa ke sebuah perbualan WhatsApp yang
mana mangsa akan didorong supaya memuat turun dan
memasang sebuah fail APK.

Fail APK tersebut mengandungi perisian hasad dan
membenarkan penipu untuk mendapatkan akses dan
kawalan peranti mangsa dari jauh. Perisian hasad ini juga
membolehkan penipu untuk mencuri kata laluan yang
tersimpan di peranti.

Mangsa hanya akan tahu tentang aplikasi berniat jahat di
peranti mereka apabila pengeluaran wang tanpa kebenaran
dibuat dari bank akaun mereka.

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri
keselamatan (misalnya, dayakan dua-faktor (2FA) untuk
bank-bank, media sosial, akaun Singpass; tetapkan had
transaksi untuk transaksi perbankan internet, termasuk
PayNow /PayLah).

PERIKSA - tanda-tanda penipuan dan dengan sumber-
sumber rasmi (misalnya periksa dengan bot ScamShield
WhatsApp di htips://go.gov.sg/scamshield-bot, atau telefon
talian Hotline Antipenipuan di 1800-7222-6688, atau layari
https://www.scamalert.sg/)

Muat turun dan pasang aplikasi hanya daripada gedung
aplikasi rasmi (iaitu Gedung Google Play untuk Android).

SMS Healthier SG yang rasmi akan selalu menunjukkan ID
penghantar berdaftar “MOH” dan tidak akan dihantar melalui
nombor telefon mudah alih.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang
penipuan. Laporkan nombor tersebut ke WhatsApp ke sekatan
dalam aplikasi, dan laporkan sebarang transaksi menipu kepada
bank anda dengan segera.

ADD CHECK TELL
ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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Friday, 1 September

Healthier SG (HSG), Schedule
your Health Plan consultation,
which will be fully subsidised.
Create your Health Plan with
https://wa.link/xdpsw3
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Healthier SG (HSG), Schedule
your Health Plan consultation,
which will be fully subsidised.
Create your Health Plan with
https://wa.link/cg7909

[ Imej pesanan yang dihantar kepada
mangsa yang mengandungi pautan
WhatsApp |

HI, IS TNIS your TIrst pnysicai
appointment?

How old are you?

Older people need a full body
exam

n HealthHub.apk

Follow the steps to make an
appointment for your physical
examination.

-Download Healthhub apk.
-Enable Healthhub (ON) to

accept your booking information.

[ Imej perbualan WhatsApp dengan
penipu |
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Healthier SG (HSG), Schedule
your Health Plan consultation,
which will be fully subsidised.
Create your Health Plan with

Healthier SG (HSG), Schedule

your Health Plan consultation,

which will be fully subsidised.

Create your Health Plan with
https://wa.link/cg7909 1339
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HI, IS TNIS your TIrst pnysical
appointment?

How old are you?

Older people need a full body
exam

n HealthHub.apk

Follow the steps to make an
appointment for your physical
examination.

-Download Healthhub apk

-Enable Healthhub (ON) to
accept your booking information.
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ScamShield app and
security features
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