Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

E-Commerce Scam
(Variants)

Phishing Scam
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ScamShield app and

Fake websites on the rise: Look out for signs of phishing scams!

Scam Tactics Screenshot of the

Website impersonating

In this phishing scam variant, victims searched up “Domino’s Domino’s Pizza

Pizza” via online search engines and clicked on
advertisements in the search results. These advertisements
led to phishing websites that resembled the genuine website
of Domino’s Pizza.

< My Details 0

Payment Method

Please enter your SMS Code

These phishing websites bear similar URLs as the original, but and click "Confirm"

all have minor differences that include spelling errors

(e.g., domino-plza.com, order.domino.piza.com).
Victims would place their orders through the phishing websites

and make payment via credit card. Thereby, disclosing their

credit card details to the scammers. o

Terms & Conditions

Contact Us
Call 62226333

Language
English v

Victims would realise they had been scammed after they were
notified/ discovered unauthorised card transactions.

Order ID : 5051b393-3d06-4787-836d-7d67f{82bd6

Copyright © Domino's Pizza Enterprises Ltd 2023
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Some Precautionary Measures:

- ScamShield App and security features (e.g., enable Two-Factor Authentication (2FA),
Multifactor Authentication for banks and set up transaction limits for internet banking
transactions, including PayNow).

CHECK - For scam signs and with official sources (e.g. ScamShield WhatsApp bot @
https://go.gov.sg/scamshield-bot, or call the Anti-Scam Helpline on 1800-722-6688, or visit
www.scamalert.sg). Check with the company on its official website if such deals are available
and check the URL link properly. If in doubt, never share your personal information and

payment card details with anyone.

TELL - Authorities, family, and friends about scams. Report any fraudulent transactions to

your bank immediately.
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For more information on this scam, visit SPF | News (police.gov.sg)
SINGAPORE

CHECK

for scam signs and with
official sources

TELL

Authorities, family and
friends

ADD
POLICE FORCE

SAFEGUARDING EVERY DAY

CRIVEPREVENTO
A I ION
security features COUNCIL


https://www.police.gov.sg/Media-Room/News

FREBASEHNEAFAL.
HCHRIRT.
— Wb faiE:

MR RITX ABRE, ©IE PayNow).

BFESRE
(&FFE)

HHTHEA £ B E ISR ?

(EZAFTIIRINE < E/EER)

M H SR : EiHaIERTER

EIRTF & 1BA 2 L I P A L
HIZHETFZED, REFBEIMEREKSIZERE Domino’s

Pizza’, f&}:ﬁﬂ?ﬁﬁfn%q’ﬂ"]f%o E%r%%&%%gl% < My Details &
EFMEIAERLILEE (Domino’s Pizza) MubaY5 & M, Payment Method

Please enter your SMS Code
and click "Confirm"

X5y & MG MU S M uEAERL, BEE —LEMER,
BEHEHEIR (ﬁ']!l[l Domino-plza.com, order.domino.piza.com),

REESBINEME TREHFERFRAFTAR. X4—K, I

Enter SMS Code or accept push notification

Confirm

Legal Contact Us
Privacy Policy Call 62226333

FELERIBA/RAF LEREBINOZFE, FRRE T

Language
English

Order ID : 5051b393-3d06-4787-836d-{7d671{82bd6

Copyright ® Domino's Pizza Enterprises Ltd 2023
23112926.250864

— ScamShieldZ BEEFHZBELLINE (MERTHKABANERZEINEFEE

i - BEEIBEEERER (fNZ&EEHScamShield WhatsApp 188 A @
https://go.gov.sg/scamshield-bot ~ $k#T R 1EMk#14%1800-722-66885% Ziif ki
www.scamalert.sg). EATEHTMGEAREEETEXLFIFAETEMI. HHEEN,
PP EADZEHEHNNIATRNARRFS.

B - HB. RAMPREREAHES . SRR RTERETRIENRS.

-.@‘

Mlmudnd & Mdndl'u Unexpected Emails Uuolu nt or
nguage
Suspicious Attachments Promise of q for Confidential
Attractive Rewards Information

BT ZXFXNREHIEE, 1EXH SPF | News (police.gov.sg)

7
[ Care ADD CHECK TELL SINGAPORE
C‘ poainst SCQI), ScamShield app and for scam signs and with  Authorities, family and NATIONAL 72 P_OLICE FO_RCE
Ay security features official sources friends CRIMEFREVENTION 7  SAFEGUARDING EVERY DAY


https://www.police.gov.sg/Media-Room/News

TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pekerjaan

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan E-Dagang
(Varian penipuan)

Penipuan
Pancingan Data
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Laman web palsu sedang meningkat:
Perhatikan tanda-tanda penipuan pancingan data!

Taktik Penipuan Tangkap layar laman web
yang menyamar sebagai

Dalam varian penipuan pancingan data ini, mangsa Domino’s Pizza

membuat carian “Domino’s Pizza’melalui enjin carian dalam
talian dan klik pada iklan dalam hasil carian. lklan ini
membawa kepada laman web pancingan data yang
menyerupai laman web sebenar Domino’s Pizza.

< My Details 0

Payment Method
Laman web pancingan data ini mempunyai URL yang sama
dengan laman web yang asli, tetapi kesemuanya
mempunyai perbezaan sedikit termasuklah kesilapan ejaan
(contohnya, domino-plza.com, order.domino.piza.com).

Please enter your SMS Code
and click "Confirm"

Enter SMS Code or accept push notification

Legal Contact Us
Privacy Policy Call 62226333
Terms & Conditions

Mangsa akan membuat pesanan mereka melalui laman
web pancingan data tersebut dan membayar melalui kad
kredit. Dengan itu, mendedahkan butir-butir kad kredit
mereka kepada penipu.

Language
English v

Mangsa akan menyedari mereka telah ditipu setelah
mereka dimaklumkan/ mendapat tahu adanya transaksi

kad tanpa kebenaran.
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Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri keselamatan (misalnya, dayakan
pengesahan dua-faktor (2FA) untuk bank dan tetapkan had transaksi untuk transaksi
perbankan internet, termasuklah PayNow).

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber rasmi (misalnya periksa
dengan bot ScamShield WhatsApp di https://go.gov.sg/scamshield-bot, telefon Talian
Bantuan Antipenipuan di 1800-722-6688, atau layari www.scamalert.sg). Periksa dengan
syarikat tersebut di laman web rasmi untuk memastikan tawaran sedemikian benar-benar
ada dan periksa dengan betul pautan URL tersebut. Jika berasa ragu, jangan sekali-kali

kongsikan maklumat peribadi dan butir-butir kad kredit anda kepada sesiapa pun.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang penipuan. Laporkan
sebarang transaksi menipu kepada bank anda dengan segera.
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Information

(Grafik daripada Agensi Keselamatan
Siber Singapura)
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ScamShield app and
security features
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Payment Method

Please enter your SMS Code
and click "Confirm"

All fields are required unless marked othervise

Enter SMS Code or accept push notification
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Threatening Language
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