Fake lucky draws promoted on social media
platforms (e.g., Instagram, Facebook,
WhatsApp, Telegram, Amazon)

Since Jan 2024, at least $521,000 has been lost to Lucky Draw Scams.

Lucky draw advertisements or posts typically featured on Instagram
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Scammers promote opportunities to participate in lucky draws via social media platforms.
Victims would be asked to pay:

(i) to win guaranteed prizes or increase their chances of winning and/or
(ii) administrative fees/taxes in order to collect their prizes

On the pretext of verifying payments, some scammers may videocall victims on WhatsApp and ask victims to share
their screens with them as victims log into their bank accounts. Victims’ banking credentials are stolen in the process.

Victims realise they have been scammed when they do not receive their prizes and notice unauthorised transactions
made on their bank accounts.

Some Precautionary Measures:

- Two-Factor Authentication (2FA), Multifactor Authentication for your banking and digital accounts. Do not share your
personal and banking credentials with anyone.

CHECK - for scam signs:
e Unsolicited advertisements, emails, messages, images offering good deals, including lucky draws

o Never share your mobile screen with an unknown person on WhatsApp. Keep in mind they are able to see everything
happening on your phone during screen sharing.

o Never pay to collect a prize

— with official sources: Call the Anti-Scam Helpline at 1800-722-6688 if you are unsure if a situation you are facing is a
scam.

TELL - Report and block fraudulent advertisements/accounts to the social media platforms immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

[ (.,"” ADD CHECK TELL

C“ Agamst SCQ ScamShield app and for scam signs and with Authorities, family and NATIONAL
’)7\9 security features official sources friends CRIMEPREVENTION

SINGAPORE
POLICE FORCE

SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

EHZRETES (Minstagram, P,
WhatsApp. Telegram. D) HEsH{ERFEiTHIR

E2024F1 8K, EVE52H1000TEEEESHEERERLE,

EE B TEInstagram B FiEHAZ T & akhF
° B0% U@

madrifa BXRZFIDERVYSHTLAXE. B

2likes #. ERAR, HELE, ROBAPEOREA
madrifa © 1% IS WK NA SRAR, SHRTRIZNTRNRLTS.
I FBEHRRGETEHRESS MRS,

REAIBEX:
(i) MARAFRE TR MEIEMKR AP T/
(i) AR mEFTBEE A/ BTk

—ERF RS URIEGRAR, SZEEHTWhatsAppliBIE, FERIZEFEZIROKIANSHRNIE
BE. REENROTRIIALIRPHEE.

REFEIRIRAFLABMNORTKS LEREENNZZH, SREBCHE KT .
— LR HE N -
ABMNRTERBK A RERERZEIME. VDSEADIZENPASRITRIE.
EIE - VEilE R
o  RUELE (BFEFEZHR) HREZFERTE. BEFHE. 2. BhR
o UIPFEWhatsApp L SEREAXZENFIRERE. ViENTRERFIIRRRAEIEPRREN—T]
o UIPRBRTEX
-EEETER HETHEMAIRNERERER R, BHRITRER#HZ: 1800-722-6688.
B - A EARGRAT & BRI BRI RIS &/ .

B THEE ZXFIX N /FHIEE, 18X 4 SPF | News (police.gov.sg)

7
[ Care ADD CHECK TELL SINGAPORE
C‘( pgainst Sca,b ScamShield app and for scam signs and with  Authorities, family and NATIONAL A POLICE FORCE
s security features official sources friends CRIMEPREVENTION 7 SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

Cabutan bertuah palsu yang dipromosikan di
platform media sosial (contohnya Instagram,
Facebook, WhatsApp, Telegram, Amazon)

Sejak Jan 2024, sekurang-kurangnya $521,000 telah hilang kepada penipuan cabutan bertuah.

Iklan atau hantaran cabutan bertuah yang biasanya dipaparkan di Instagram
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Penipu mempromosikan peluang untuk menyertai cabutan bertuah melalui platform media sosial.
Mangsa akan diminta supaya membayar:
(i) untuk memenangi hadiah yang dijamin dapat atau meningkatkan peluang mereka untuk menang dan/atau

(ii) yuran/cukai pentadbiran untuk mengambil hadiah mereka

Dengan alasan ingin mengesahkan bayaran, ada penipu yang mungkin membuat panggilan video di WhatsApp dan
meminta mangsa supaya berkongsi skrin dengan mereka sementara mangsa log masuk ke akaun bank mereka.

Butiran perbankan mangsa kemudian akan dicuri semasa proses tersebut.

Mangsa akan menyedari mereka telah ditipu apabila mereka tidak menerima hadiah mereka dan nampak transaksi tanpa
kebenaran dibuat di akaun bank mereka.

Beberapa langkah berjaga-jaga:
Pengesahah Dua-Faktor (2FA), Pengesahan Pelbagai Faktor untuk akaun-akaun perbankan dan digital anda.
Jangan kongsikan butiran peribadi dan perbankan anda kepada sesiapa pun.
PERIKSA - tanda-tanda penipuan ini:
° Iklan, e-mel, pesanan dan imej tanpa diminta yang menawarkan tawaran menarik, termasuklah cabutan bertuah

° Jangan sekali-kali kongsikan skrin telefon bimbit anda dengan orang yang tidak dikenali di WhatsApp. Ingat, mereka
boleh melihat segala yang berlaku di telefon anda semasa perkongsian skrin

° Jangan sekali-kali bayar untuk mengambil hadiah

- dengan sumber-sumber rasmi: Telefon Talian Bantuan Antipenipuan di 1800-722-6688 sekiranya anda tidak pasti
jika situasi yang sedang anda hadapi ialah satu penipuan.

BERITAHU - Adukan dan sekat iklan/akaun yang menipu ke platform media sosial dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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