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Scams to look out for

s T

Q

9 June 2023

You receive a job offer promising high salary with little effort.

CHECK with official sources, such as the company’s official website, to verify the job offer.

You receive a phone call from supposedly your “friend”. You are asked to guess the caller’s name
and when you do so, the caller will assume this name. You are then asked to save the friend’s new
number. A few days later, this so-called friend will call you to ask for money to help him or her for
an emergency, mother is in hospital etc.

CHECK with your friend through other means or call the original number to verify if indeed your
friend had called you earlier.

You are offered an investment with very high returns.

CHECK with official sources, such as the company’s official website, to verify the deal. Do not be
enticed by the initial positive gains. Do your own due diligence before you invest large sums of
money.

You receive a SMS claiming that your bank account has been suspended or that payment has
been made from a new device. You are asked to click on a link to a fake banking login page that
prompts you to provide your iBanking credentials, OTPs, or digital token approvals. Subsequently,

unauthorised bank transactions would be made on your bank accounts.

CHECK for scam signs with official sources or websites and contact the banks only using the
official contact numbers listed on the banks’ official websites or numbers listed at the back of

your debit/credit cards. Banks do not send out clickable links in SMSes and emails!

(You can find out more about this scam on Page 2)

You come across a deal for a product or service online. To facilitate payment, you are asked to
click on a link and download an application from an unknown source. Subsequently, on the
pretext of encouraging you to protect yourself against scams, a scammer impersonating a bank
staff contacts you and asks you to install the fake ScamShield app via a URL link, and not from the

official app stores.

CHECK and ensure that you only download applications from the official application stores and

not from any third-party or dubious sites.
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Be careful of fake SMSes from banks!

. Victims received SMSes claiming that their DBS 512 PM@ NSKBIST .t Eatl @D
PayLah! or online banking account has been « +6580529756
suspended or payment has been made from a
new device. Some of these phishing SMS
messages may induce a sense of urgency by
threatening to suspend the victim’s account .

ank you
within an hour.

Dear customer,Your DBS
identification has
ensure fund safety,please update it

e«  These SMSes would provide a link to a fake
banking login webpage.

e  Onthe banking login webpage, victims would be
prompted to provide their iBanking credentials,
OTPs, or digital token approvals.

. Victims would realise they had been scammed
when they discovered unauthorised transactions
made from their bank accounts.

[Screenshot of a SMS with phishing link
used by scammers ]

. Banks will not send out SMSes with clickable links. 512 PM@ 4 TKBIST st Sl @D
Do not click on such links. «— DBS Bank

. Always check and verify the authenticity of the
claims by contacting the banks directly. You've forgotten your PayLah!

password. If NO, call our DBS hotline.
Enter 896554 to proceed. Sent on 16

. Never disclose your personal or internet banking e
details and OTP to anyone, even if they claim to be
from the banks.

Fr DBS: Successful PayNow:
5%$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN

. Report any fraudulent transactions to your bank
ImmE’dIately ending 384R), 20 May 14:27 SGT. If

unauthorised, call DBS hotline.

Fr DBS: Successful PayNow:
S$492.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. Ifi
unauthorised, call DBS hotline.

[Screenshot of SMS notifying the user of
unauthorised transactions made on their
banking account]



& How to protect yourself
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Remember to Add, Check and Tell (ACT) before making any decisions.
And never respond to urgent requests for information or money.

Always verify such requests with official websites or sources.

Get the latest advice. Visit
or call the Anti-Scam Helpline at

Report scams. Call the Police Hotline at or submit

information online at . All information
will be kept strictly confidential.

[=] My [w]
:-g-"ﬁ”"-':'!ﬁ-‘ Download the free ScamShield app
%‘%@r 1-.' Detect, block and report scams with the ScamShield app.

Download on the

.' App Store
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Dear customer,Your DBS

8. —ENBEETHESFEME—/HR% encaion o

ensure fund safety,please update it

SIS, BRI, innediaey

Thank you!
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'étﬁ-ﬂl-g o «— DBS Bank
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N o — — tp You've forgotten your PayLah! _
® Eﬂ 1% XTJ- il %ff\ﬂ% g %E 17, _t)] ZJ r‘ﬂ 'TE'{qA ﬁ Eg. ;f@,: EI\] /]\A password. If NO, call our DBS hotline.

Enter 896554 to proceed. Sent on 16

W FRATARH—R MR (OTP) . oy 506
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Fr DBS: Successful PayNow:
S$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. If
unauthorised, call DBS hotline.

Fr DBS: Successful PayNow:
S$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. Ifi

unauthorised, call DBS hotline.
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Penipuan yang harus diawasi

Anda menerima satu tawaran pekerjaan yang menjanjikan gaji yang lumayan dengan usaha yang sedikit.
PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi syarikat tersebut, untuk memastikan
kesahihan tawaran pekerjaan tersebut.

Anda menerima satu panggilan telefon daripada kononnya seorang “kawan”. Anda diminta supaya
meneka nama si pemanggil dan apabila anda berbuat demikian, pemanggil akan menggunakan nama
yang anda teka tersebut. Anda kemudian diminta supaya menyimpan nombor baru si pemanggil tadi.
Beberapa hari kemudian, pemanggil yang kononnya kawan anda ini akan menghubungi anda untuk
meminta wang bagi menolongnya untuk suatu kecemasan, atau emaknya yang berada di hospital, dan
sebagainya.

PERIKSA dengan kawan anda melalui cara lain atau telefon nombor asalnya untuk memastikan dia benar-
benar telah menelefon anda tadi.

Anda ditawarkan satu pelaburan dengan pulangan yang sangat tinggi.

PERIKSA dengan sumber-sumber rasmi, seperti laman web rasmi syarikat tersebut, untuk memastikan
kesahihan tawaran tersebut. Jangan tertarik dengan keuntungan awal yang positif. Lakukan pemeriksaan
yang teliti dan wajar sebelum anda melaburkan wang dengan jumlah yang besar.

Anda menerima satu SMS yang mendakwa bahawa akaun bank anda telah digantung atau pembayaran
telah dibuat daripada satu peranti. Anda diminta supaya mengklik satu pautan halaman log masuk
perbankan yang palsu yang meminta anda supaya memberikan butiran iBanking, OTP, atau kelulusan
token digital anda. Seterusnya, transaksi bank tanpa kebenaran akan dibuat di akaun bank anda.
PERIKSA tanda-tanda penipuan dengan sumber-sumber atau laman-laman web rasmi dan hubungi pihak
bank dengan hanya menggunakan nombor-nombor rasmi yang tersenarai di belakang kad debit/kredit
anda. Pihak bank tidak menghantar pautan yang boleh diklik di SMS dan emel!

(Anda boleh mengetahui lebih lanjut tentang penipuan ini di Halaman 2)

Anda ternampak satu tawaran untuk sebuah produk atau khidmat dalam talian.

Untuk memudahkan pembayaran, anda diminta supaya mengklik satu pautan dan memuat turun satu
aplikasi daripada sumber yang tidak diketahui.

Selepas itu, seorang penipu yang menyamar dirinya sebagai seorang kakitangan bank, akan menghubungi
anda dengan alasan bahawa dia ingin menggalakkan anda melindungi diri anda daripada penipuan. Dia
akan meminta anda memasang aplikasi ScamShield palsu melalui satu pautan URL, dan bukan daripada
gedung aplikasi rasmi.

Periksa dan pastikan yang anda hanya memuat turun aplikasi daripada gedung aplikasi rasmi dan bukan
daripada sebarang laman web pihak ketiga atau yang meragukan.



Berhati-hati dengan SMS palsu daripada pihak bank!

. Para mangsa menerima SMS-SMS yang mendakwa
DBS PayLah! atau akaun perbankan dalam talian
mereka telah digantung atau bayaran telah dibuat
daripada satu peranti. Sesetengah daripada pesanan-
pesanan SMS pancingan data ini boleh mendorong
rasa terdesak dengan mengancam untuk
menggantung akaun mangsa dalam masa satu jam.

. SMS-SMS ini akan memberikan satu pautan ke
halaman web log masuk perbankan yang palsu.

. Di halaman web log masuk perbankan tersebut,
mangsa-mangsa akan diminta supaya memberikan
butiran iBanking, OTP, atau kelulusan token digital
mereka.

. Mangsa-mangsa akan menyedari bahawa mereka
telah ditipu apabila mereka menemui transaksi tanpa
kebenaran yang dibuat daripada akaun-akaun bank
mereka.

. Pihak bank tidak akan menghantar SMS dengan pautan
yang boleh diklik. Jangan klik pautan sedemikian.

. Selalu periksa dan sahkan ketulenan dakwaan-
dakwaan tersebut dengan menghubungi terus pihak
bank.

. Jangan sesekali mendedahkan butir-butir peribadi atau
perbankan internet dan OTP anda kepada sesiapapun,
walaupun mereka mendakwa mereka daripada pihak
bank.

. Laporkan sebarang transaksi menipu kepada bank anda
dengan segera.

512PMB@ 1.5KB/s & aoll @

&« +6580529756

Dear customer,Your DBS
identification has
ensure fund safety,please update it
immediately at

Thank you!

[Tangkap layar satu SMS dengan pautan
pancingan data yang digunakan oleh
penipu]

512 PM@ 4.7KB/s & ol =

«— DBS Bank

You've forgotten your PaylLah!
password. If NO, call our DBS hotline.
Enter 896554 to proceed. Sent on 16
May 13:06

Fr DBS: Successful PayMNow:
S$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. If
unauthorised, call DBS hotline.

Fr DBS: Successful PayMNow:
S$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. If
unauthorised, call DBS hotline.

[Tangkap layar satu SMS memaklumkan
penggunanya tentang transaksi tanpa
kebenaran yang dibuat ke atas akaun bank
mereka]



A Bagaimana melindungi diri anda
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Ingatlah untuk Masukkan (Add), Periksa (Check) dan Beritahu (Tell) atau ACT
sebelum membuat sebarang keputusan.

Dan jangan membalas sebarang permintaan mendesak untuk maklumat atau wang.

Pastikan selalu kesahihan permintaan-permintaan tersebut daripada laman-laman
web atau sumber-sumber rasmi.

Dapatkan nasihat terkini. Lawati www.scamalert.sg atau hubungi Talian Bantuan
Anti-Penipuan di 1800-722-6688.

Adukan penipuan. Panggil Talian Hotline Polis di 1800-255-0000 atau hantarkan
maklumat dalam talian di www.police.gov.sg/iwitness. Semua maklumat akan

dirahsiakan sama sekali.

[w] ..-r.- O Muat turun aplikasi percuma yang dipanggil ScamShield
E& 1" Kesan, sekat dan adu penipuan dengan aplikasi

# h."'l ScamShield.
et

Sebuabh inisiatif pencegahan jenayah oleh Dengan kerjasama
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512 PM@ N.5KBIsE it aSull @D

<« +6580529756

Dear customer,Your DBS
identification has

ensure fund safety please update it
immediately at

Thank you!

[ GO SEHTT&HET LIITU(RSSHID SH&6U6D
HBLE Qen6uuilienLis Qsmeior_
GMIEHAFILISUNGGT av&Ifsraom 7

512 PM@ 4.7KB/s @ . Sl &

<~ DBS Bank

You've forgotten your PayLah!
password. If NO, call our DBS hotline.
Enter 896554 to proceed. Sent on 16
May 13:06

Fr DBS: Successful PayNow:
S$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. If
unauthorised, call DBS hotline.

Fr DBS: Successful PayNow:
S$$499.00 from A/C ending 7989 to
WISE ASIA-PACIFIC PTE LTD (UEN
ending 384R), 20 May 14:27 SGT. Iff
unauthorised, call DBS hotline.
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