Trending Scams
in the past week:

Fake Friend Call Scam

Job Scam

Investment Scam

E-Commerce Scam
(Variants)

Phishing Scam
(On Carousell and Facebook)
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Planning your year-end vacation?

Beware of hotel-related phishing scams!

Scam Tactics

Victims who make hotel reservations on online booking
platforms such as Booking.com would receive emails or
messages from scammers posing as representatives from
the hotels.

Scammers would ask the victims to provide personal details
via a link to confirm and verify their reservations.

Upon clicking on the link, the victims would be re-directed to
fraudulent websites to key in their personal details.

In some cases, the victims would be asked to make
payments to confirm their reservations.

Victims would realise they were scammed after unauthorised
transactions were made from their bank accounts.

Some Precautionary Measures:

- ScamShield App and set security features (e.g.,
enable two-factor (2FA) or multifactor authentication for
banks and set transaction limits on internet banking
transactions, including PayNow).

CHECK - For scam signs with official sources (e.g.
ScamShield WhatsApp bot @ https://go.gov.sg/scamshield-
bot, call the Anti-Scam Helpline on 1800-722-6688, or visit
www.scamalert.sg).

Always verify the authenticity of the information with the
hotels through the official contact details listed on the
hotels’ webpages. Do not click on links provided in
unsolicited messages. Look out for tell-tale sighs of a
phishing website and never disclose your personal or
banking credentials to anyone.

TELL - Authorities, family, and friends about scams. Report
any fraudulent transactions to your bank immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

Hello, dear Guest. Your booking has not been fully confirmed.

We have received a notification from Booking.com. It says that they
were unable to fully confinm your card. Usually in cases like this,
they give us a link where you can rebook.

Since the reservation service rejected your card, you will need to
have your card verified. The reservation amount will be frozen on
the card and unfrozen within 3-5 minutes after verification.

Please note that our payment system works simultaneously with
the booking and requires two confi The first confi

is the freezing of funds for verification. The second confirmation is
the unfreezing of funds.

You can verify your card using this link:
https://booking. guest-generate.com/p/63967

To save your reservation, click on the link above and re-enter your
information, then follow all the steps to complete your reservation.
Otherwise your reservation will be cancelled within 24 hours.

CRIME PREVENTION
COUNCIL

[Screenshot of email received from
scammers impersonating hotel staff]

Normally replies within 24 hours
Yesterday, 936 pm

Dear Guest.

1 would like 10 inform you that there was
an error in the security system when
identifying your card, 50 you need 10
re-enter all the necessary data at this link.
Please note that for identification in the
security system from your card will be
charged the amount of the reservation,
but please do not worry, all funds will be
returned 10 your account within one minute
after identification and you will be able 1o
pay at your convenience.

Personal link: https /booking reserved
<omplate com/p/6$158

We apologize for any inconvenience,
but it is necessary for identification in
the security system. As a reminder, all
funds will be returned 1 your account
immediately after identification.

Best regards,

[Screenshot of message received from
“Booking.com” via in-app Chat]
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Hello, dear Guest. Your booking has not been fully confirmed.

We have received a notification from Booking.com. It says that they
were unable to fully confinm your card. Usually in cases like this,
they give us a link where you can rebook.

Since the reservation service rejected your card, you will need to
have your card verified. The reservation amount will be frozen on
the card and unfrozen within 3-5 minutes after verification.

Please note that our payment system works simultancously with
the booking and requires two ions. The first confi

is the freezing of funds for verification. The second confirmation is
the unfreezing of funds.

You can verify your card using this link:
https://booking. guest p/63967

To save your reservation, click on the link above and re-enter your
information, then follow all the steps to complete your reservation.
ion will be

Otherwise your lled within 24 hours.
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Normally replies within 24 hours
Yesterday, 936 pm

Dear Guest.

1 would like 10 inform you that there was
an error in the security system when
identifying your card, 50 you need 10
re-enter all the necessary data at this link.
Please note that for identification in the
security system from your card will be
charged the amount of the reservation,
but please do not worry, all funds will be
returned 10 your account within one minute
after identification and you will be able 1o
pay at your convenience

Personal link: hitps /booking.reserved
<omplate com/p/65158

We apologize for any inconvenience,
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan E-Dagang

Penipuan Pancingan
Data (Di Carousell dan
Facebook)
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Merancang percutian akhir tahun anda?

Berhati-hatl dengan penipuan pancingan data berkaitan hotell

Taktik Penipuan

Mangsa yang membuat tempahan hotel di platform
tempahan hotel dalam talian seperti Booking.com akan
menerima e-mel atau mesej daripada penipu yang
menyamar sebagai wakil daripada hotel.

Penipu akan meminta mangsa memberikan butiran
peribadi melalui pautan untuk mengesahkan dan
memastikan kesahihan tempahan mereka.

Selepas mengklik pada pautan tersebut, mangsa akan
diarahkan ke laman web palsu untuk memasukkan butiran
peribadi mereka.

Dalam sesetengah kes, mangsa akan diminta membuat
pembayaran untuk mengesahkan tempahan mereka.

Mangsa akan menyedari bahawa mereka telah ditipu
selepas transaksi tanpa kebenaran dibuat daripada akaun
bank mereka.

Beberapa langkah berjaga-jaga:

Aplikasi ScamShield dan pasangkan ciri-ciri kesela-
matan (misalnya, dayakan pengesahan dua-faktor (2FA) atau
pengesahan pelbagai faktor untuk bank dan tetapkan had
transaksi untuk transaksi perbankan internet, termasuk PayNow).

PERIKSA - Tanda-tanda penipuan dan dengan sumber-sumber
rasmi (misalnya periksa dengan bot ScamShield WhatsApp di
https://go.gov.sg/scamshield-bot, telefon Talian Bantuan An-
tipenipuan di 1800-722-6688, atau layari www.scamalert.sg).

Pastikan selalu ketulenan maklumat tersebut dengan hotel me-
lalui butiran hubungan rasmi yang disenaraikan di halaman web
hotel tersebut. Jangan klik pada pautan yang disediakan dalam
mesej yang tidak diminta. Perhatikan tanda-tanda jelas sebuah
laman web pancingan data dan jangan sekali-kali mendedahkan
butiran peribadi atau perbankan anda kepada sesiapa.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang
penipuan. Laporkan sebarang transaksi penipuan kepada bank

anda dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari
SPF | News (police.gov.sg)
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Hello, dear Guest. Your booking has not been fully confirmed.

We have received a notification from Booking.com. It says that they
were unable to fully confinm your card. Usually in cases like this,
they give us a link where you can rebook.

Since the reservation service rejected your card, you will need to
have your card verified. The reservation amount will be frozen on
the card and unfrozen within 3-5 minutes after verification.

Please note that our payment system works simultaneously with
the booking and requires two confinmations. The first confi

is the freezing of funds for verification. The second confirmation is
the unfreezing of funds.

You can verify your card using this link:
https://booking. guest-generate.com/p/63967

To save your reservation, click on the link above and re-enter your
information, then follow all the steps to complete your reservation.
Otherwise your reservation will be cancelled within 24 hours.

NATIONAL
CRIME PREVENTION
COUNCIL

[ Mangsa akan menyedari bahawa
mereka telah ditipu selepas
transaksi tanpa kebenaran dibuat

daripada akaun bank mereka. |

Normally replies within 24 hours
Yesterday, 936 pm

Q. o

1 would like 10 inform you that there was
an error in the security system when
identifying your card, 50 you need 10
re-enter all the necessary data at this link.
Please note that for identification in the
security system from your card will be
charged the amount of the reservation,
but please do not worry, all funds will be
returned 10 your account within one minute
after identification and you will be able 1o
pay at your convenience.

Personal link: https /booking reserved
<omplate com/p/6$158

We apologize for any inconvenience,
but it is necessary for identification in
the security system. As a reminder, all
funds will be returned 1 your account
immediately after identification.

Best regards,

[ Tangkap layar mesej yang
diterima daripada “Booking.com”
melalui sembang dalam aplikasi]
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Hello, dear Guest. Your booking has not been fully confirmed.

We have received a notification from Booking.com. It says that they
were unable to fully confirm your card. Usually in cases like this,
they give us a link where you can rebook.

Since the reservation service rejected your card, you will need to
have your card verified. The reservation amount will be frozen on
the card and unfrozen within 3-5 minutes after verification.

Please note that our payment system works simultaneously with
the booking and requires two confi The first
is the freezing of funds for verification. The second confinmation is
the unfreezing of funds.

You can verify your card using this link:
/booki /p/63967
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To save your reservation, click on the link above and re-enter your
information, then follow all the steps to complete your reservation.
Otherwise your ion will be lled within 24 hours.
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Normally replies within 24 hours
Yesterday, 936 pm

Dear Guest.

1 would like 10 inform you that there was
an error in the security system when
identifying your card, 50 you need 10
re-enter all the necessary data at this link.
Please note that for identification in the
security system from your card will be
charged the amount of the reservation,
but please do not worry, all funds will be
returned 10 your account within one minute
after identification and you will be able 1o
pay at your convenience.

Personal link: htps /booking reserved
<omplate com/p/65158
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We apologize for any inconvenience,
but it is necessary for identification in
the security system. As a reminder, all
funds will be returned 10 your account
immediately after identification

Best regards,
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