Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Job Scam

E-Commerce Scam
(Concert Tickets)

Social Media
Impersonation Scam
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Scams Involving Malicious Dating Applications

Scam Tactics

Victims would receive in-app messages from scammers
posing as females on TikTok or over dating applications
before being asked to transit to WhatsApp.

Victims would be enticed to do a one-to-one video call
while naked, date a girl or access nude female videos/
photographs.

Victims would then receive a link over WhatsApp to
download and install an APK file. The APK file is a malware
app that collects and sends personal data from victims’
phones to the scammers.

After downloading and installing the APK file, scammers
would retrieve victims’ banking credentials once they log in
to internet banking accounts. Subsequently, victims would
discover unauthorised transactions on their banking
accounts.

Some Precautionary Measures:

- Anti-virus/anti-malware applications from official
app stores to your device and update it regularly with the
latest security patches.

CHECK - the developer information on the app, the
number of app downloads and app user reviews to ensure
it is a reputable and legitimate application. Only download
from official app stores (i.e. Google Play for Android). Do
not grant permissions for access to device hardware or
data to unknown apps.

TELL - authorities, family, and friends about scams. Report
the number to WhatsApp to initiate in-app blocking and
report any fraudulent transactions to your bank
immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

ADD CHECK TELL
ScamShield app and for scam signs and with Authorities, family and
security features official sources friends
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Hi

VUM
Howareyou .., ., »
Hello sir, nice to meet you, I'm

Lynn, would you like to chat
naked one on one or watch a
video? -

Hi

You can install our APP,
P the corresponding
girlin the APP 1o have a
bne-on-one nude chat or
vatch a video of a girl's
ormance. If you want, you
date girls, and also

[ Example of conversation asking the
victim to download a malicious dating
app ]
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Meet has full access to your
device

Last access 841 PM

Meet con view your screen,
actions, and inputs, perform
#ctions, and control the display.
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[ Example of compromised device
that gave full access to a malicious

dating app ]
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ADD CHECK TELL
ScamShield app and for scam signs and with Authorities, family and
security features official sources friends
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8 Messages and cal's are
- end-to-ond encrypted. No one
~ outside of this chat, nct even
= WhatsApp, can read or listen 10
them. Tap to learn more.

Hi

Hello sir, nice to meet you, I'm
Lynn, would you like to chat
naked one on one or watch a
video? -

[BRFEE THEBH LIS
JEESHIRTIERIF ]
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Meet has full access to your
device

Last access 841 PM
Meet can view

form
and o ol the display.
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B THEEEZXFX N EAIEE, BN SPF | News (police.gov.sg)
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan Pekerjaan

Penipuan E-Dagang
(Tiket Konsert)

Penipuan Penyamaran
di Media Sosial
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Penipuan Melibatkan Aplikasi Carl Jodoh

Berniat Jahat

Taktik Penipuan

Mangsa akan menerima pesanan dalam aplikasi daripada
penipu yang menyamar sebagai wanita di TikTok atau melalui
aplikasi cari jodoh sebelum diminta untuk berpindah ke
WhatsApp.

Mangsa akan dipikat supaya membuat panggilan video satu
dengan satu semasa dalam keadaan bogel, membuat janji temu
dengan seorang wanita atau mengakses video/gambar wanita
bogel. Mangsa kemudian akan menerima satu pautan melalui
WhatsApp untuk dimuat turun dan memasang satu fail APK. Fail
APK tersebut merupakan sebuah aplikasi perisian hasad yang
mengumpul dan menghantar data peribadi daripada telefon
mangsa kepada penipu.

Setelah memuat turun dan memasang fail APK tersebut, penipu
akan mendapatkan semula butiran perbankan mangsa sebaik
sahaja mereka log masuk ke dalam akaun bank internet.

Seterusnya, mangsa akan mendapati adanya transaksi tanpa
kebenaran di akaun perbankan mereka.

Beberapa langkah berjaga-jaga:

- Aplikasi antivirus/antiperisian hasad daripada
gedung aplikasi rasmi ke peranti anda dan kemas kini ia dengan
tetap dengan patch keselamatan terkini.

PERIKSA - Maklumat pemaju di aplikasi tersebut, bilangan muat
turun dan ulasan pengguna untuk memastikan aplikasinya
mempunyai reputasi yang baik dan sah. Muat turun aplikasi
hanya daripada gedung aplikasi rasmi (misalnya Google Play
untuk Android). Jangan beri keizinan untuk akses ke perkakasan
atau data peranti ke aplikasi yang tidak diketahui.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan
tentang penipuan. Laporkan nombor tersebut kepada WhatsApp
untuk memulakan penyekatan dalam aplikasi, dan laporkan
sebarang transaksi menipu kepada bank anda dengan segera.
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video? -
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Hi
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You can install our APP,

choose the corresponding
girlin the APP 1o have a
one-on-one nude chat or

erformance. If you want, you
date girls, and also

[Contoh perbualan meminta mangsa

supaya memuat turun satu aplikasi

cari jodoh berniat jahat]

m

Meet has full access to your
device

Last access 841 PM

Meet con view your screen
actions, and inputs, perform
#etions, and control the display.

SETTINGS oK

[Contoh peranti yang telah
dikompromi yang memberikan akses
penuh ke sebuah aplikasi cari jodoh
berniat jahat]

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)

ADD CHECK TELL
ScamShield app and for scam signs and with Authorities, family and
security features official sources friends
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ScamShield app and
security features
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