Trending Scams
in the past week:

Social Media
Impersonation Scam

Investment Scam

Fake Friend Call Scam

E-Commerce Scam
(Variants)
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Parcel on the way? Don’t be quick to click the link!
Beware of parcel delivery phishing scams.

Scam Tactics

Victims would receive a text message/email from scammers impersonating postage and/or
eCommerce logistics companies such as SingPost. The text message/email would request
for additional payment to facilitate the delivery of their purchased items and contain a
phishing link.

Upon clicking the phishing link, victims would be led to a fake website to make payment and
key in their personal, banking/credit card information. With this information, the scammers

would conduct unauthorized transactions.

Victims would realise they were scammed after discovering unauthorised transactions were
made from their bank accounts or credit cards.
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Text Message

Thursday, 19 October Yesterday 10:43 AM

SPostNotice- Delivery failed on 18 Oct, Hello, sir/madam. Your address is
Goods ';“" returned to distribution incorrect. Could you please update
ﬁf{:;‘/bj,'n';fs';:f;m' B your exact address on this website:
i https://bit.ly/3FhuCaf. Thank you
Screenshot of scammers and have a great day.
impersonating SingPost — Screenshot of message sent —

by scammers

Some Precautionary Measures:

- ScamShield App and security features (e.g., enable Two-Factor Authentication (2FA),
Multifactor Authentication for banks and set up transaction limits for internet banking

transactions, including PayNow).

CHECK - For scam signs and with official sources (e.g. ScamShield WhatsApp bot @
www.go.gov.sg/scamshield-bot, or call the Anti-Scam Helpline on 1800-722-6688, or visit

www.scamalert.sg).

Delivery charges are usually paid upfront when purchases are made. Always verify the
authenticity of the information with the official website or sources, even if you are expecting
the delivery of a parcel and do not click on links provided in unsolicited messages or emails.

TELL - Authorities, family, and friends about scams. Never disclose your personal or
banking credentials, including One Time Passwords (OTPs) to anyone. Report any fraudulent

transactions to your bank immediately.
For more information on this scam, visit SPF | News (police.gov.sg)
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Thursday, 19 October Yesterday 10:43 AM
SPostNotice- Delivery failed on 18 Oct, Hello, sir/madam. Your address is
°°°l<’$ 2“" returned to d"s""’"‘ml, . incorrect. Could you please update
ey ki e your exact address on this website:
; - https://bit.ly/3FhuCaf. Thank you
_ and have a great day.
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- ScamShield ¥ HEFHFEELR LTI (MERTWKA BANESR LS EINE
HixBMEZRITRXHREM, B1E PayNow).

HIF - BEABEFERERESR (EH ScamShield WhatsApp #Hl#8 A @
www.go.gov.sg/scamshield-bot. #& T X £ Ik # 4 1800-722-6688 = % iif &
www.scamalert.sg).
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. XEF/EFMH—KEERD (OTP) - IZAIEBRITEREMKIEEXS.

B THBEZXFX N /GHIEE, 18X% SPF | News (police.gov.sg)

ADD CHECK TELL SINGAPORE
ScamShield app and for scam signs and with Authorities, family and NATIONAL A POLICE FORCE
security features official sources friends CRIMEFREVENTION 7  SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Penyamaran
di Media Sosial

Penipuan Pekerjaan

Penipuan Pelaburan

Penipuan Panggilan
Kawan Palsu

Penipuan E-Dagang
(Varian penipuan)
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Ada pakej dalam perjalanan? Jangan terlalu cepat untuk klik pautan yang
diberl! Berhati-hatl dengan penipuan pancingan data penghantaran pake).

Taktik Penipuan

Mangsa akan menerima sebuah pesanan teks/emel daripada penipu yang menyamar sebagai
syarikat logistik bayaran pos dan/atau eDagang seperti SingpPost. Pesanan teks/emel tersebut
akan meminta bayaran tambahan untuk memudahan penghantaran barangan yang telah dibeli
dan mengandungi satu pautan pancingan data.

Sejurus sahaja diklik pautan pancingan data tersebut, mangsa akan dibawa ke satu laman web
palsu untuk membuat bayaran dan memasukkan maklumat peribadi, perbankan/kad kredit
mereka. Dengan maklumat tersebut, penipu akan melakukan transaksi tanpa kebenaran.

Mangsa akan menyedari bahawa mereka telah ditipu selepas mendapati transaksi tanpa
kebenaran telah dibuat daripada akaun bank atau kad kredit mereka.
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Text Message
Thursday, 19 October Yesterday 10:43AM

SPostNotice- Delivery failed on 18 Oct, Hello, sir/madam. Your address is

°°°ld$ ';eef: 'e‘:""ed to d“s"'W'“‘I, . incorrect. Could you please update

ﬁf‘gg‘[bjfn;fs’pzs'f;”'e" B your exact address on this website:

} e https://bit.ly/3FhuCaf. Thank you

L Tangkap layar penipu menyamar — andliveaorestday;

sebagai syarikat SingPost — Tangkap layar pesanan yang —
dihantar oleh penipu

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri keselamatan (misalnya, dayakan
pengesahan dua-faktor (2FA), pengesahan pelbagai faktor untuk bank dan tetapkan had transaksi
untuk transaksi perbankan internet, termasuklah PayNow).

PERIKSA - Tanda-tanda penipuan dan dengan sumber-sumber rasmi (misalnya bot ScamShield
WhatsApp di www.go.gov.sg/scamshield-bot, atau telefon talian bantuan antipenipuan di 1800-722-
6688, atau layari www.scamalert.sg).

Bayaran penghantaran selalunya telah dibayar dahulu apabila pembelian dibuat. Pastikan selalu
kesahihan maklumat dari laman web atau sumber-sumber rasmi walaupun anda sedang menantikan
penghantaran sebuah pakej, dan jangan klik pada pautan yang disediakan dalam pesanan atau emel
yang tidak diminta.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang penipuan. Jangan sekali-kali
dedahkan butiran peribadi dan perbankan anda, termasuk Kata Laluan Sekali (OTP) kepada sesiapa
pun. Laporkan sebarang transaksi menipu kepada bank anda dengan segera.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
ADD CHECK TELL
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ScamShield app and for scam signs and with  Authorities, family and NATIONAL
security features official sources friends CRIMEFREVENTION
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Thursday, 19 October Text Message
Yesterday 10:43AM
SPostNotice- Deli failed on 18 Oct, : 2
Goods been ,em."ni.? to distribution Hello, sir/madam. Your address is
center. For rearrangement please click incorrect. Could you please update
https://b link/sposts your exact address on this website:
1855 https://bit.ly/3FhuCaf. Thank you
CLom&ly &&mi&er SmIGLITervL. GLUmeD and have a great day.
LTSRS CISUINmES &ML (BLD — CLom&1y SMIFs6T e/l
Sleryésim_ 8] 5860 BDSSTL &)

&ev (PTAATEFNSHMS HL 615605 56

auGHDaFOLE QFWedsnwlll LSHONDSHD Q&S LTSS SDERISGMET HnLOSE(HRIG6T
(61.81. URESEHEG QUL NL LDMMEFQFTEL (LPEMMEMILILID (2FA) LIST(NES 2 MISIILITL6HLU|LD
QEWEOLEHSHSHE0MD. PayNow 2 6Tl El6m6sunil euURIEL LTS SHen6TSHEnSE 6eUFLDLISmT
HjeruN&&60mLb).
Filunjés - Gngly JAMGMSBMT AKSMTLTOIS SH6D CLOEMIGEEL 6T FFILITHRIGET (61.5IT.
eVCHLOIOLE umLevgyll QUL @ www.go.gov.sg/scamshield-bot BTL6VMD, SH6LLG COMFYS HEUY 2 FaNs
QEmemeLGLIF CaemalsmUL 1800-722-6688 6T6ITD 6TGHUTGHINEY DIMLNHGHELITLD, SI6DEVGH| www.scamalert.sg
BTG F61TGH6MG [HITLEVITLD).

QUITEL&emen UMRIGCUTGCSEH eNHCWITES SL LU QIp&STSEE QFassiul ek, Briser @b
QUTLL60SS60T aUbHMSBEMIU TETLMSHIS Q&MeuuIg (hHSTEID, 2 hSEHHGSH HML5HG H&H6L6D
2_GEUIEMLOIITET SIS T 6T60TLINS AFSMILTEU QELIGSHSHSHEL 36LEVG! CLPELMIGEIL (TLGLITGID

2 M QFUIG QBTETERIGET. TOTS IULILGLD S&HaILSHEMNED 160D60G D66 EhFLH6MED 2 6T
QeeILILS®6N HCLMTGHILD SI(PSSTETEH6T.

Cemsuen - Cmsgseme upHN HHSTH&ET, GHLOUSH6T, HEELTHT PHCUTFL LD QFTELIMIGSE.
@HUWMMD LWRTLGSSHID SHL6FQEmed (OTP) 2 UL, 2 hi&aG SEMLULL S6L6VG URIS aeurhigHenern
wrfl e @mOUTGID QeueNuilLm&iser.

Ang Cnsly GMEHH C6L eN6UTMISELSE, SPF | News (police.gov.sg) EN6MEIITLISSENEHMG BHIT(HMISE.
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