Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

Phishing Scam
(Social Media)

Phishing Scam
(Bank)
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Look out for scam signs!

Scam Tactics

Scammers would sell fake concert tickets on e-commerce/
social media platforms, especially on Telegram, Carousell, X,
Facebook, and Xiaohongshu.

To prove authenticity, scammers may share screenshots of the
fake ticket/receipts and promise to email/transfer the tickets

to the victims, after successful payment.

Victims would realise they had been scammed when they do
not receive the tickets after making payment, or they find out
that their tickets are invalid on the day of the concert.

Some Precautionary Measures:

- ScamShield App and security features (e.g., enable
Two-Factor Authentication (2FA), Multifactor Authentication for
banks and set up transaction limits for internet banking

transactions, including PayNow).

CHECK - For scam signs and check with official sources
(e.g. visit www.scamalert.sg or call the Anti-Scam Helpline at

1800-722-6688).

Avoid making advance payments or direct bank transfers.
Use “escrow” payment options that protect buyers by releasing
payment to the seller only upon delivery of item/service.

Arrange for a physical meet-up with the seller to verify the
authenticity of the physical tickets before making payment.
Bear in mind that the party you are dealing with online is a

stranger.

TELL - Authorities, family, and friends about scams. Report the
scammer’s account/fraudulent advertisements to the social

media and e-commerce platforms!

Planning to buy concert tickets from a reseller?

Kindly do let me have your
email so the tickets pdf can be
transferred to you if that's okay

Okay sure got it

Is it okay | ask how you would
be looking to pay for them if
that's fine

would prefer meetup actually

ich method would u

You can no longer send Direct Messages to this
person. Learn more

Example of how scammer
promised to email the ticket
after payment.

VICTIM OF A SCAM?

SPF’s Anti-Scam
Resource Guide
Information and relevant
FAQs for scam victims

Visit www.go.gov.sg/spf-scamresources for a copy of SPF’s Anti-Scam Resource Guide.

For more information on this scam, visit SPF | News (police.gov.sg)
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pekerjaan

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan Pancingan
Data (Media Sosial)

Penipuan Pancingan
Data (Bank)
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Merancang untuk membeli tiket konsert daripada penjual semula?
Perhatikan tanda-tanda penipuan!

Taktik Penipuan

Penipu akan menjual tiket konsert palsu di platform
e-Dagang /media sosial, terutamanya di Telegram, Carousell,
X, Facebook, dan Xiaohongshu. 2

Kindly do let me have your
email so the tickets pdf can be
transferred to you if that's okay

Untuk membuktikan kesahihan tiket tersebut, penipu
mungkin akan berkongsi tangkap layar tiket/resit palsu dan
berjanji untuk menghantar e-mel atau memindahkan tiket
kepada mangsa, selepas pembayaran berjaya.

Mangsa akan menyedari mereka telah ditipu apabila mereka
tidak menerima tiket selepas membuat bayaran, atau mereka
mendapat tahu bahawa tiket mereka tidak sah pada hari
berlangsungnya konsert tersebut.

Okay sure got it

Is it okay | ask how you would
be looking to pay for them if
that's fine

I would prefer meetup actually

Beberapa langkah berjaga-jaga:

h method would u

- Aplikasi ScamShield dan pasangkan ciri-ciri
keselamatan (misalnya, dayakan Pengesahan Dua-Faktor (2FA)
untuk bank dan tetapkan had transaksi untuk transaksi
perbankan internet, termasuklah PayNow).

Contoh bagaimana penipu
berjanji untuk menghantar
tiket menerusi e-mel selepas
pembayaran dibuat.

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber
rasmi (boleh layari www.scamalert.sg atau telefon Talian
Bantuan Antipenipuan di 1800-722-6688).

Gunakan pilihan pembayaran "escrow" yang melindungi
pembeli dengan melepaskan pembayaran kepada penjual
hanya selepas penghantaran telah dibuat. Elakkan daripada
membuat bayaran pendahuluan atau pemindahan bank secara
langsung kepada penjual.

Aturkan sebuah pertemuan secara fizikal dengan penjual untuk
mengesahkan ketulenan tiket-tiket tersebut sebelum membuat
pembayaran. Ingatlah bahawa pihak yang sedang anda
berurusan dalam talian ini ialah orang yang tidak dikenali.

VICTIM OF A SCAM?

Panduan Sumber
Antipenipuan SPF:
Maklumat dan Soalan yang
Lazim ditanya
untuk mangsa penipuan

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan
tentang penipuan. Laporkan iklan penipuan tersebut ke
platform media sosial dan e-dagang!

Sila lungsuri www.go.gov.sg/spf-scamresources
untuk mendapatkan salinan Panduan Sumber Antipenipuan SPF.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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