Trending Scams
in the past week:

Fake Friend Call Scam

E-Commerce Scam
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Phishing Scam (Bank)

Phishing Scam
(Social Media)
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Job hunting? Always verify the authenticity of job offers through

official sources!

Scam Tactics

Victims are added into WhatsApp/Telegram chatgroups and
receive unsolicited job offers, where scammers impersonate
staff from well-known platforms or online marketing

companies.

Scammers offer commissions for simple tasks (follow/like/
comment) on TikTok, Instagram, YouTube or Spotify. Victims
must put in their monies upfront to be able to take on the

tasks.

Victim will receive a small commission upon completing
their first task, to be convinced of the job legitimacy. Victims
would then be offered higher commission for doing more
tasks and be required to create accounts on scam websites
and transfer increasingly large sums of monies to bank

accounts or crypto wallets provided by the scammers.

Victims would realise they had been scammed when:

(a) the victims’ website account showed a negative
balance, and they were asked to pay additional funds

to “upgrade their accounts”; or

(b) victims could not withdraw their “earnings”.

Some Precautionary Measures:

- ScamShield App and security features (e.g., enable
Two-Factor Authentication (2FA), Multifactor Authentication
for banks and set up transaction limits for internet banking
transactions, including PayNow). Do not send money to
anyone whom you do not know or have not met in person

before.

CHECK - For scam signs and check with official sources
(e.g. visit www.scamalert.sg or call the Anti-Scam Helpline
on 1800-722-6688). Always verify the authenticity of job
offers through official channels/sources and do not accept
dubious job offers that offer lucrative returns for minimal
effort. Job offers that require you to put in your money

upfront are likely scams.

TELL - Authorities, family, and friends about scams. Report
the scammers or group chat using the in-app reporting
function to WhatsApp and Telegram!

Welcome to join the TikTok
promotion team. We invite
you to help Tiktok influencers
grow their accounts and earn
some extra income in your
free or spare time. We need a
lot of influential TikTok
accounts. Just click "Like",
"Comment" and "Follow" and
we'll pay you S$5 for every
influencer account you follow,
like and comment on. The
daily income is about
S$120-500.
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Scammers offering
jobs to victims
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1 will now teach you how to complete this task,
you open the merchant transaction link
Invitation code: 285834 (copy the link and
open it in your bile b to regi a
personal account)

https://www.tiktok7Z.world/

After registering, please send me a screenshot
of your platform account. "Spaces" cannot be
added to the registered user name, and the
password must be at least 8 to 9 characters
long.

After registering, please send me a screenshot
of your platform account.

S

Scammers instructing victims to
create accounts on
scam websites

For more information on this scam, visit SPF | News (police.gov.sg)

ADD CHECK TELL
ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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ScamShield app and
security features
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Welcome to join the TikTok
promotion team. We invite
you to help Tiktok influencers
grow their accounts and earn
some extra income in your
free or spare time. We need a
lot of influential TikTok
accounts. Just click "Like",
"Comment" and "Follow" and
we'll pay you S$5 for every
influencer account you follow,
like and comment on. The
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you open the merchant transaction link
Invitation code: 285834 (copy the link and
open it in your bile b to a
personal account)

https://www.tiktok7Z.world/

After registering, please send me a screenshot
of your platform account. "Spaces" cannot be
added to the registered user name, and the
password must be at least 8 to 9 characters
long. o

Ok wait ¢ o; o

After registering, please send me a screenshot
of your platform account.
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pekerjaan

Penipuan Panggilan
Kawan Palsu

Penipuan E-Dagang
(Varian penipuan)

Penipuan Pancingan
Data (Bank)

Penipuan Pancingan
Data (Media Sosial)
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Memburu Pekerjaan? Sentiasa sahkan kesahihan tawaran pekerjaan melalui sumber rasmi!

Taktik Penipuan

Mangsa disertakan ke dalam kumpulan sembang WhatsApp / Telegram
dan menerima tawaran pekerjaan yang tidak diminta, di mana penipu
menyamar sebagai kakitangan dari platform yang terkenal atau syarikat-
syarikat pemasaran dalam talian.

Penipu menawarkan komisen untuk tugasan mudah (mengikut /
memberikan tanda suka / komen) di TikTok, Instagram, YouTube atau
Spotify. Mangsa perlu memasukkan sejumlah wang terlebih dahulu
sebelum mereka boleh melakukan tugasan tersebut. Penipu akan
membayar mangsa komisen kecil setelah tugasan pertama mereka selesai
dijalankan, untuk meyakinkan mereka bahawa ia adalah pekerjaan yang
sah.

Mangsa kemudian akan ditawarkan komisen yang lebih tinggi untuk
melakukan lebih banyak tugasan dan dikehendaki untuk membuka akaun
di laman web penipuan dan memindahkan jumlah wang yang semakin
besar ke akaun bank atau dompet mata wang kripto yang disediakan oleh
penipu.

Mangsa akan sedar mereka telah ditipu apabila:

(a) Akaun laman web mereka menunjukkan baki negatif, dan mereka
diminta membayar dana tambahan untuk "menaik taraf akaun mereka";
atau

(b) apabila mereka tidak dapat mengeluarkan hasil "pendapatan" mereka.

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri keselamatan
(misalnya, dayakan Pengesahan Dua-Faktor (2FA), Pengesahan Pelbagai
Faktor untuk bank dan tetapkan had transaksi untuk transaksi perbankan
internet, termasuklah PayNow). Jangan menghantarkan wang kepada
sesiapa yang anda tidak kenali atau tidak pernah bertemu muka
dengannya.

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber rasmi (layari
www.scamalert.sg atau telefon Talian Bantuan Antipenipuan di 1800-722-
6688,).

Sentiasa mengesahkan kesahihan tawaran pekerjaan melalui saluran /
sumber rasmi dan jangan menerima tawaran pekerjaan meragukan yang
menawarkan pulangan lumayan dengan usaha yang sedikit. Apabila
tawaran pekerjaan itu memerlukan anda untuk memasukkan sejumlah
wang terlebih dahulu, ia mungkin satu penipuan.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang
penipuan. Laporkan penipu atau kumpulan sembang itu ke aplikasi
WhatsApp dan Telegram dengan menggunakan fungsi “melapor” dalam
aplikasi tersebut!

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
’r

ADD CHECK TELL
ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends

Welcome to join the TikTok
promotion team. We invite
you to help Tiktok influencers
grow their accounts and earn
some extra income in your
free or spare time. We need a
lot of influential TikTok
accounts. Just click "Like",
"Comment" and "Follow" and
we'll pay you S$5 for every
influencer account you follow,
like and comment on. The
daily income is about
S$120-500.
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Penipu menawarkan
pekerjaan kepada mangsa

Vsl
1 will now teach you how to complete this task,
you open the merchant transaction link
Invitation code: 285834 (copy the link and
open it in your bile b tor a
personal account)

https://www.tiktok7Z.world/

After registering, please send me a screenshot
of your platform account. "Spaces" cannot be
added to the registered user name, and the
password must be at least 8 to 9 characters
long.

After registering, please send me a screenshot
of your platform account.

Penipu mengarahkan mangsa
untuk membuka akaun di
laman web penipuan
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security features official sources friends
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Welcome to join the TikTok
promotion team. We invite
you to help Tiktok influencers
grow their accounts and earn
some extra income in your
free or spare time. We need a
lot of influential TikTok
accounts. Just click "Like",
"Comment" and "Follow" and
we'll pay you S$5 for every
influencer account you follow,
like and comment on. The
daily income is about
S$120-500.
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1 will now teach you how to complete this task,
you open the merchant transaction link
Invitation code: 285834 (copy the link and
open it in your bile b tor a
personal account)

https://www.tiktok7Z.world/

After registering, please send me a screenshot
of your platform account. "Spaces" cannot be
added to the registered user name, and the
password must be at least 8 to 9 characters
long.
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After registering, please send me a screenshot
of your platform account.
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