Trending Scams
in the past week:

Investment Scam

Job Scam

E-Commerce Scam
\ELERIS))

Phishing Scam

Visit

for a copy of SPF’s
Anti-Scam Resource
Guide.

[ Care
pgainst S an,

‘
‘,,C s

Added into random chatgroups? Stop them by changing
the privacy settings on your messaging apps!

Scam Tactics

Scammers would add victims to chatgroups on messaging platforms
(e.g Telegram/WhatsApp) and offer enticing investment or job

opportunities.

The chatgroup will contain other scammers who give fake positive
reviews of the investment or job opportunity. This serves to convince

victims that the opportunity is legitimate.

Victims will be encouraged by the scammers in the chatgroup to put
in their own money to participate in the investment or job opportunity.

Victims would only realise they had been scammed when they were
unable to get their money back and withdraw their ‘earnings’.

Some Precautionary Measures:

- the ScamShield App to protect yourself from scam calls and
SMSes. Set enhanced security features like Two-Factor or Multi-Factor
Authentication for bank accounts and set transaction limits on internet
banking transactions, including PayNow). Adjust your privacy settings on
messaging apps to avoid being added into random chatgroups by
strangers. For WhatsApp and Telegram:

. Go to in-app Settings

a
b. Tap on Privacy

124

Tap on Groups/Channels

d. Select “My Contacts”

CHECK -
www.go.gov.sg/scamshield-bot or call
1800-722-6688 if you are unsure.

Verify the authenticity of the job/investment opportunity with the official
sources such as the company’s official platforms or resources on the MAS
Website:

with official sources like the ScamShield WhatsApp bot @
the Anti-Scam Helpline on

a. Financial Institutions Directory
b. Register of Representatives

c. Investor Alert List

TELL - Authorities, family, and friends about scams. Report the fraudulent
page/listing to the online platform! Report the scammers or group chat
using the in-app reporting function to WhatsApp and Telegram. If you
suspect that you are a victim, file a police report immediately.
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How much do you plan to invest?
Bz S L .
HELLO FELLOW INVESTORS ™

Achieve your success and financial freedom with us,
Let's start investing with GOLD VIP-SGD TRADE ==
ul

|

| PROFIT SHARING INVESTMENT -
|| Investor 80% Company 20%

EXAMPLE: You invest SGD1000 |
Profit S6022,000 |
For investors SGD17,600
For a company of SGD4,400 |

‘ Make consistent profits and big profits,
Please select an investment package

{4 cAPITAL  EJPROFIT

*5GD10,000
#5G022,000
#SGD35,000
#SGD46,000
#SGD65,000
#SGD97,000
*=$G0200,000
=SGD10,000 **SGD450,000

|| vPlan financially for the future
vManage your finances during a pandemic
v Guaranteed return on capital if lost
¥ Generate big profits and consistent profits.

Fake investment opportunity

*ADVANTAGES OF INVESTING IN GOLD VIP-SGD == |
ul*
. /High profit investment
v/ Chance of wins 99%, Lose 1%
v Liquid gain every 3-6 hours
from Telegram Chatgroup
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Playstore/AppStare Store Download [TiTok]
-Open the App and register your [TikTok] account and search for the merchant username:

Then chck (Follow]. after finishing. please take a screenshot and post it in the group
Task 2]

~Playstore/AppStore to download [Telegram]
~Open Telegram to find our advisor usemame [ eq

Do [1-2] consecutively and contact [ to settie your salary [SSGO}
&% (1)

-Playstore/AppStoreFIa T8 [TiTok)
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Nmomtvhrlcpnm mudm You can just do the first task and then look for our b
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‘everything will only be done on Telegram. and there will

be 18 task per daywalnq!wyou!o(omp‘c thank you for your cooperation-&§
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Scammer impersonating
recruiter offering
quick cash

For more information on this scam, visit SPF | News (police.gov.sg)
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ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends
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You disabled the auto-delete timer

How much do you plan to mvesl"

HELLO FELLOW INVESTORS"

Achieve your success and financial freedom with us,
Let's start investing with GOLD VIP-SGD TRADE = ||
ul

PROFIT SHARING INVESTMENT
I Investor 80% Company 20%
EXAMPLE: You invest SGD1000
Profit SGD22,000

| For investors SGD17,600

For a company of SGD4,400

Make consistent profits and big profits, |
Please select an investment package below: |

{4 cAPITAL  EJPROFIT

| *SGD500  **SGD10,000
=SGD1,000  **SGD22,000
=SGD1,500  **SGD35,000
=SGD2,000  **SGD46,000
=SGD3000  **SGD65,000
=SGD4000  **SGD97,000
=SGD5000  **SGD200,000
=SGD10,000 **SGD450,000

‘ *ADVANTAGES OF INVESTING IN GOLD VIP-SGD »= |

ul

v High profit investment

v/ Chance of wins 99%, Lose 1%

v Liquid gain every 3-6 hours

/Plan financially for the future

vManage your finances during a pandemic
v Guaranteed return on capital if lost

¥ Generate big profits and consistent profits.
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TELL

friends

NATIONAL
CRIME PREVENTION
COUNCIL

SINGAPORE
POLICE FORCE

g SAFEGUARDING EVERY DAY



https://www.police.gov.sg/Media-Room/News

TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pelaburan

Penipuan Pekerjaan

Penipuan E-Dagang
(Varian penipuan)

Penipuan
Pancingan Data

Sila lungsuri

untuk mendapatkan
CY:ED
Panduan Sumber
Antipenipuan SPF.
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Dimasukkan ke kumpulan sembang secara rawak? Hentikan mereka
dengan menukar tetapan privasl di aplikasl pesanan anda!

Taktik Penipuan

Penipu akan memasukkan mangsa ke dalam kumpulan sembang di platform
pesanan (misalnya Telegram/WhatsApp) dan menawarkan peluang pelaburan
atau pekerjaan yang menatrik.

Kumpulan sembang tersebut akan ada penipu lain yang memberi ulasan
positif palsu tentang peluang pelaburan atau pekerjaan tersebut. Ini bertujuan
meyakinkan mangsa bahawa peluang tersebut adalah sah.

Mangsa akan digalakkan oleh penipu di dalam kumpulan sembang tersebut
supaya melaburkan wang mereka untuk mengambil bahagian dalam peluang
pelaburan dan pekerjaan tersebut.

Mangsa akan hanya menyedari mereka telah ditipu apabila mereka tidak
boleh mendapatkan semula wang mereka dan mengeluarkan ‘pendapatan’
mereka.

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield untuk melindungi diri anda daripada panggilan
dan SMS penipuan. Tetapkan ciri-ciri keselamatan yang dipertingkatkan seperti
Pengesahan Dua-Faktor atau Pengesahan Pelbagai Faktor untuk akaun bank dan
tetapkan had transaksi untuk transaksi perbankan internet, termasuklah PayNow.

Ubah suai tetapan privasi anda di aplikasi pesanan untuk mengelakkan diri anda
daripada dimasukkan ke dalam kumpulan sembang secara rawak oleh orang-orang
yang tidak dikenali. Untuk WhatsApp dan Telegram:
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How much do you plan to invest?
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HELLO FELLOW INVESTORS ™

Achieve your success and financial freedom with us,
Let's start investing with GOLD VIP-SGD TRADE ==
ul

|

| PROFIT SHARING INVESTMENT
i Investor 80% Company 20%
EXAMPLE: You invest SGD1000 |
Profit SGD22,000 |
For investors SGD17,600 |
For a company of SGD4,400 |

‘ Make consistent profits and big profits, |
Please select an investment package below: |

EPrROFIT
*$GD10,000
#SG6D22,000
#SGD35,000
#SGD46,000
#SGD65,000
#SG097,000
*=$60200,000
#SG0450,000

CAPITAL
=SGD500
=SGD1,000
=S$GD1,500
#SG02,000
=SGD3,000

| =SGD4,000
=SGD5,000
=SGD10,000

*ADVANTAGES OF INVESTING IN GOLD VIP-SGD == |
| /High profit investment
/Chance of wins 99%, Lose 1%
| /Liquid gain every 3-6 hours
| /Plan financially for the future
'3 vManage your finances during a pandemic
¥ Guaranteed return on capital if lost
({ ¥ Generate big profits and consistent profits.

a. Pergi ke Settings (Tetapan) dalam aplikasi

Peluang pelaburan palsu daripada
Kumpulan Sembang Telegram

b. Tekan Privacy (Privasi)

0
c. Tekan Groups/Channels (Kumpulan/Saluran) r
o e E—
d. Pilih “My Contacts” (“Kenalan Saya”) oo v Do 1ol ‘
“Open he g aad et yourITkTok sccount and seec or the mercha e
E—

PERIKSA - dengan sumber-sumber rasmi seperti bot WhatsApp ScamShield di
www.go.gov.sg/scamshield-bot atau telefon Talian Bantuan Antipenipuan di
1800-722-6688 jika anda tidak pasti.

Pastikan kesahihan peluang pekerjaan/pelaburan tersebut dengan sumber-
sumber rasmi seperti platform atau sumber rasmi syarikat tersebut di Laman Web
MAS:

a. Direktori Institusi Kewangan
b. Daftar Wakil

c. Senarai Amaran Pelabur

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan tentang penipuan.

Laporkan penipu atau kumpulan sembang tersebut dengan menggunakan fungsi
pelaporan dalam aplikasi ke WhatsApp dan Telegram. Jika anda mengesyaki diri
anda telah menjadi mangsa, buat laporan dengan segera.

Then cick [Fllow].atr fnishing. plese take 3 screenshot nd postt n the 9roup
Task [2)

Paystore/AppStore o download [ekegram]

Open Teegram tofnd ou aoisor usemame (NN

Do [1-2] consecutively and contact [ to settie your salary [SSGO}

&
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FHRAppIER (Tiklok) HeSsrmm macks:
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Penipu menyamar sebagai
perekrut menawarkan wang
tunai dengan cepat

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)
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HELLO FELLOW INVESTORS ™

Achieve your success and financial freedom with us,
Let's start investing with GOLD VIP-SGD TRADE ==
ul

PROFIT SHARING INVESTMENT |-
| Investor 80% Company 20% 1
EXAMPLE: You invest SGD1000
Profit S6D22,000

" Forinvestors SGD17,600

For a company of SGD4,400

| Make consistent profits and big profits,
Please select an investment package below:

§ CAPITAL  [JPROFIT

=SGDS00  =SGD10,000
=SGD1,000  *SGD22,000
=SGD1,500  *SGD35,000
=SGD2000  *SGD46,000
| =SGD3000  *SGD65,000
| =SGD4000  =*SGD97,000
=SGDS5000  *SGD200,000
=SGD10,000 **SGD450,000

| *ADVANTAGES OF INVESTING IN GOLD VIP-SGD *=

* /High profit investment

¥ Chance of wins 99%, Lose 1%

v Liquid gain every 3-6 hours

/Plan financially for the future

+Manage your finances during a pandemic
v Guaranteed return on capital if lost

¥ Generate big profits and consistent profits.
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Task [1)
~Playstore/AppStore Store Download [TikTok]
~Open the App and register your [TikTok] account and search for the merchant usemame:

Then chick [Follow]. after finishing. please take  screenshot and post it in the group
Task (2)

~Playstore/AppStore to download [Telegram]
~Open Telegram to find our advisor usemarme [ @%
Do11-2)consecutively and contact [ o sette your saay (5500
&5 (1)

-Playstore/AppStoreRIA T8 (TikTok)

FFRAPIER (TkTok) ESmm maks:
MESE (0F) , RGN RESEOS

95 (2)

Playstore/AppStore FIZ T4 [Telegram)

FHR Telegram SR

username
wmaRm (12 , 'mwIa (ss60)

There are st 6 siots et for the Newcomer Partiipation Reward. for those who haven't claimed the
Newcomer Participation Reward yet. you can just do the firt task and then look for our adviser.
Telegrar to claim your 10SGD+SSGD. the opportunity s for those who
are prepared. don't miss t. From now on everything will only be done on Telegram. and there wil
be 18 task per day waiting for you to complete. thank you for your cooperation~&§
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