Received a pop-up notification about your device
being attacked? It may be a scam!

Screenshots of scam Pop-up Alert and Fake Police Website A

Security Apps (Android)

P Asingapore Government Agency Website

@ & usi2proxysite.com/process.p (2 » Avast Antivirus & Security

» AVG Antivirus & Security
» Kaspersky Antivirus & VPN
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» Lookout Security and Antivirus

p O » McAfee Security: VPN Antivirus

DOB * » Mobile Security & Antivirus (Trend Micro)
» Norton360 Antivirus and Security
) Security
S App: ads{exe) imacetrack(2) Security Apps (i0S)*
B Threat-Detected: Trojan Spyware
b Avast Securty & rvacy

Salutation * » AVG Mobile Security

-Please select one- » Kaspersky: VPN & Antivirus

DOB * » Lookout - Mobile Data Security

Date of Birth Access to this PC has been blocked for security reasor » McAfee Security: Privacy & VPN

Contact Microsoft Windows Support: +65 69643816
» Norton360 Security & VPN

» TM Mobile Security

* Verify the authenticity of the information with the company Install Antivirus App to

Enhance Protection Against Malware.
Find out more at:

WWw.go.gov.sg/antivirusapps

claiming to address your IT problem.
* Never disclose any personal information and banking details to
anyone.

Victims receive notification pop-ups on their electronic devices, claiming their devices have been compromised.

These pop-ups contain contact humbers for victims to seek technical support. When victims call the numbers,
scammers impersonating Microsoft or Apple technical support staff instruct victims to download software that grants
the scammers remote access to their devices.

The call is transferred to another scammer posing as the police, who assists victims in filing a report about the
situation via a fake police website. The "police" then directs victims to log into their iBanking accounts or conduct
cryptocurrency transactions to aid investigations.

Victims realise they have been scammed when they discover unauthorized transfers or deductions from their bank

accounts. Some Precautionary Measures:

- Anti-virus applications from official app stores to your devices and update it regularly with the latest security
patches. Do not install apps or follow computer configuration instructions from unknown callers.

CHECK - Call the Anti-Scam Helpline at 1800-722-6688 to check when you are unsure if a situation you are facing is
a scam.

o Verify the authenticity of the information with the company claiming to address your IT problem.
o Never disclose any personal information and banking details to anyone.

TELL - Tell authorities, family, and friends about your scam encounters.

For more information on this scam, visit SPF | News (police.gov.sg)
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J Windows Defender Security Notification

App: ads(exe).finacetrack(2).dll
Threat-Detected: Trojan Spyware
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Access to this PC has been blocked for security reasor

Security Apps (Android)

» Avast Antivirus & Security

» AVG Antivirus & Security

» Kaspersky Antivirus & VPN

» Lookout Security and Antivirus
» McAfee Security: VPN Antivirus

» Mobile Security & Antivirus (Trend Micro)

» Norton360 Antivirus and Security
Security Apps (i0S)*

» Avast Security & Privacy

» AVG Mobile Security

» Kaspersky: VPN & Antivirus

» Lookout - Mobile Data Security

» McAfee Security: Privacy & VPN

Contact Microsoft Windows Support: +65 69643816
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Menerima pemberitahuan pop-up tentang peranti
anda diserang? la mungkin satu penipuan!

Tangkap layar Amaran Pop-up dan laman web Polis Palsu P N
Security Apps (Android)

P Asingapore Government Agency Website - .
» Avast Antivirus & Security

» AVG Antivirus & Security
——— » Kaspersky Antivirus & VPN
—

Salutation *

@&“‘m‘é"&;osom = LoGING
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DOB * » Mobile Security & Antivirus (Trend Micro)

» Norton360 Antivirus and Security

J Windows Defender Security Notification

App: ads(exe).finacetrack(2)dl Security Apps (i08)*
Threat Detected: Trojan Spyware
e
Salutation * ./ » AVG Mobile Security
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DOB* ® . a » Lookout - Mobile Data Security
Date of Birth Access to this PC has been blocked for security reasor » McAfee Security: Privacy & VPN

Contact Microsoft Windows Support: +65 69643816
» Norton360 Security & VPN

» TM Mobile Security

« Pastikan kesahihan maklumat tersebut dengan syarikat yang Pasang Aplikasi Antivirus untuk
mendakwa ia sedang menangani masalah IT anda. LA Terhadap
« Jangan sekali-kali mendedahkan sebarang maklumat peribadi Perisian Hasad.

dan perbankan anda kepada sesiapa pun. 2z bt i el
Www.go.gov.sg/antivirusapps

Mangsa menerima pemberitahuan pop-up pada peranti elektronik mereka. la mendakwa peranti mereka telah
dikompromi.

Pemberitahuan pop-up tersebut mengandungi nombor telefon untuk mangsa mendapatkan sokongan teknikal.
Apabila mangsa menelefon nombor tersebut, penipu yang menyamar sebagai kakitangan sokongan teknikal Microsoft
atau Apple mengarahkan mangsa untuk memuat turun perisian yang memberikan penipu akses dari jauh ke peranti
mereka.

Panggilan itu dipindahkan kepada penipu lain yang menyamar sebagai polis, yang membantu mangsa dalam
memfailkan laporan mengenai situasi itu melalui laman web polis palsu. “Polis” kemudian mengarahkan mangsa
untuk log masuk ke dalam akaun iBanking mereka atau melakukan urus niaga mata wang kripto untuk membantu
siasatan.

Mangsa akan sedar mereka telah ditipu setelah mereka mendapati pemindahan atau potongan tanpa kebenaran dari
akaun bank mereka.
Beberapa langkah berjaga-jaga:
Aplikasi antivirus daripada gedung aplikasi rasmi ke peranti anda dan kemas kini ia dengan tetap dengan
patch keselamatan terkini. Jangan ikut arahan pemanggil yang tidak dikenali untuk memasang aplikasi atau
mengkonfigurasi komputer.

PERIKSA - Hubungi Talian Bantuan Anti-Penipuan di 1800-722-6688 sekiranya anda tidak pasti jika situasi yang
sedang anda hadapi ialah satu penipuan.

. Pastikan kesahihan maklumat tersebut dengan syarikat yang mendakwa ia sedang menangani masalah IT anda.
o Jangan sekali-kali mendedahkan sebarang maklumat peribadi dan perbankan anda kepada sesiapa pun.

BERITAHU - Beritahu pihak berkuasa, keluarga, dan kawan-kawan tentang penipuan. Laporkan sebarang komen atau
hantaran palsu kepada pentadbir platform dalam talian.
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Security Apps (Android)
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» Lookout Security and Antivirus
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