Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

E-Commerce Scam
(Concert Tickets)

Job Scam

Phishing Scam
(Calls Impersonating
Govt Agencies)
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Fake GST Voucher Application

Scam Tactics T

26 Jul - @

Lo . Have you integrated our latest GST VOUCHER
Victims would come across postings on Facebook or APP with your bank account?
. . . If you haven', please contact our customer
receive messages on messaging platforms like WhatsApp, senvice staff ( GST VOUCHER APP), 11B5E3%
requesting them to download and integrate the latest ‘GST B, BHEEBRIBRIRAR) Oryou can PM us

Voucher’ mobile app with their bank accounts. on fecebook

Upon replying to the fake Facebook post or WhatsApp
message, victims would be redirected to a webpage to
download an Android Package Kit (APK) file labelled as I

INTHE FORM OF HOWMUCH?  BASEELGIBILITY  FROM WHEN?

‘GST Voucher for the purpose of redeeming GST vouchers. B ) el e
GSTV: Serviee & 15-35 Jan 23, Apr 23,
(Conasivaney RAbMtL months Jul 23, Oct 23

The GST Voucher mobile application is a malicious APK S sz
file. Downloading it may lead to malware being installed on il |1
victims’ mobile devices. This allows scammers to access
and take control remotely and steal passwords stored in
the victim’s devices.

AP Cash Payouts $200 - $600 Dec23

nb Like O Comment A> Share

[ Screenshot of the fake Facebook

posting |

Some Precautionary Measures:

-Anti-virus/anti-malware applications to L
your device and update it regularly with the =~ P—
latest security patches. ) Ailshes 5
CHECK - Disable “Install Unknown App” or @)
“Unknown Sources” in your device settings. - ' -
Do not grant permission for access to unknown
apps. Ratings and Reviews
Check the app’s number of downloads and user -
reviews to ensure it is a reputable and legitimate 40:‘00‘56 ' r——
app. . L [ Screenshot of the webpage containing
Only download and install apps from official app the fake GST Voucher app ]
stores.

TELL - Authorities, family, and friends about
scams. Report any fraudulent transactions to
your bank immediately.

For more information on this scam, visit SPF | News (police.gov.sg)

ADD CHECK TELL SINGAPORE
ScamShield app and for scam signs and with Authorities, family and POLICE FO&C_E

SAFEGUARDING EVERY DAY
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Have you integrated our latest GST VOUCHER
APP with your bank account?

If you haven't, please contact our customer
service staff ( GST VOUCHER APP). {IR{EiE&
5, BBREBENNERAR) Or you can PM us
on facebook.

Facebook

GST VOUCHER (GSTV) & ASSURANCE PA( E (AP) GUIDE (2023)
INTHE FORM OF HOWMUCH?  BASE TY  FROMWHEN?
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$150 - $450

$200 - $600
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Ratings and Reviews
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Taktik Penipuan

Mangsa akan terjumpa kiriman di Facebook atau menerima
pesanan di platform pemesejan seperti WhatsApp, meminta
mereka supaya memuat turun dan menyepadukan aplikasi
mudah alih ‘Baucar GST' yang terkini dengan akaun bank
mereka.

Penipuan Panggilan
Kawan Palsu

Sejurus sahaja menjawab kiriman Facebook atau pesanan
WhatsApp palsu tersebut, mangsa akan diarahkan semula ke
sebuah laman web untuk memuat turun sebuah fail Kit Pakej
Android (APK) yang dilabelkan sebagai ‘Baucar GST untuk
tujuan menebus baucar GST.

Penipuan Pelaburan Aplikasi mudah alih Baucar GST tersebut ialah sebuah fail APK
berniat jahat. Dengan memuat turunnya, ia boleh membawa
kepada perisian hasad dipasang ke peranti mudah alih mangsa.

Ini membolehkan penipu mengakses dan menguasai dari jauh

Permohonan Baucar GST Palsu

26 Jul - @

Have you integrated our latest GST VOUCHER
APP with your bank account?

If you haven't, please contact our customer
service staff ( GST VOUCHER APP). {IR{EiE&
5, BBREBENNERAR) Or you can PM us
on facebook.

Facebook

GST VOUCHER (GSTV) & ASSURANCE PACI
IN THE FORM OF HOWMUCH?  BA

$440 - $760

Jan 23, Apr 23,
Frshempaieqf 2 |

Jul 23, 0ct 23

15-35

| Jan23, Apr23,
months

Jul 23, Oct 23

$350 | $700

Aug23

$150-$450 Aug23

$200- $600

serta mencuri kekata laluan yang tersimpan di dalam peranti 119 Like (I comment (> Share
mangsa. [Tangkap layar kiriman Facebook palsu
tersebut]
Penipuan E-Dagang Beberapa langkah berjaga-jaga:
(Tiket Konsert)
- Aplikasi antivirus/antiperisian hasad
ke peranti anda dan kemas kini ia dengan tetap ° — = b
dengan patch keselamatan terkini. e §SITV°ucher 1
PERIKSA - Nyahdayakan “Install Unknown .
App” (Pasang Aplikasi yang Tidak Diketahui) atau @

“Unknown Sources” (Sumber yang Tidak Diketahui) di

Penipuan Pekerjaan dalam tetapan peranti anda.

Jangan beri keizinan untuk mengakses aplikasi yang
tidak diketahui.

Periksa bilangan muat turun dan ulasan pengguna
aplikasi untuk memastikan ia mempunyai reputasi
yang baik dan sah.

Muat turun dan pasang aplikasi hanya dari gedung
aplikasi yang rasmi.

BERITAHU - Pihak berkuasa, keluarga dan kawan-
kawan tentang penipuan. Laporkan sebarang
transaksi menipu kepada bank anda dengan segera.

Penipuan Pancingan
Data (Panggilan
Menyamar Sebagai
Agensi Pemerintah)

, ‘ ( ,((/1

4.9 #a 18+

Ratings and Reviews

4.6

outof 5

11k ratings

[Tangkap layar laman web
mengandungi aplikasi Baucar GST
palsu tersebut]

Untuk maklumat lanjut mengenai penipuan ini, sila melayari SPF | News (police.gov.sg)
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Have you integrated our latest GST VOUCHER
APP with your bank account?

If you haven't, please contact our customer
service staff ( GST VOUCHER APP). {IR{EiE&
5, BBREBENNERAR) Or you can PM us
on facebook.

Facebook

GST VOUCHER (GSTV) & ASSURANCE PACKAGE (AP) GUIDE (2023)
INTHE FORM OF HOWMUCH?  BASEELIGIBILITY FROM WHEN?
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