Trending Scams
in the past week:

Fake Friend Call Scam

Investment Scam

E-Commerce Scam
(Variants)

Phishing Scam
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Selling items online? Beware of fake buyers!

Scam Tactics

Scammers would pose as interested buyers to items on
platforms such as Carousell and Facebook. After agreeing
to the purchase, scammers would send a_malicious URL
link or QR code (through email, in-app messaging, or
WhatsApp) on the pretext for victims to receive payment or
to pay for courier arrangements to deliver the item.

Upon clicking on the links or scanning the QR codes,
victims would be directed to a fake website to provide their
internet banking login credentials, credit card details

and/or One-Time Password (OTP).

Victims would realise they had been scammed after they
were notified or discovered unauthorised card/banking
transactions.

Some Precautionary Measures:

- ScamShield App and security features (e.g., enable
Two-Factor Authentication (2FA), Multifactor Authentication
for banks and set up transaction limits for internet banking
transactions, including PayNow). Never disclose your

personal or internet banking details and OTP to anyone.

CHECK - For scam signs and with official sources

(e.g. ScamShield WhatsApp bot @
https://go.gov.sg/scamshield-bot, or call the Anti-Scam
Helpline on 1800-722-6688, or visit www.scamalert.sg).

Do not click on dubious URL links and always verify the
authenticity of URL links. If in doubt, always verify the
authenticity of the information with the e-commerce

platform directly.

TELL - Authorities, family, and friends about scams. Report
any fraudulent transactions to your bank immediately and
report any suspicious user and fraudulent transaction from
the online marketplace to the e-commerce platform.
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For more information on this scam, visit SPF | News (police.gov.sg)
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TREND PENIPUAN
SEPANJANG MINGGU
LEPAS:

Penipuan Pekerjaan

Penipuan Panggilan
Kawan Palsu

Penipuan Pelaburan

Penipuan E-Dagang
(Varian penipuan)

Penipuan
Pancingan Data
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Taktik Penipuan

Penipu akan berpura-pura menjadi pembeli yang berminat untuk
membeli barangan di platform seperti Carousell dan Facebook.
Selepas bersetuju dengan pembelian itu, penipu akan
menghantar pautan URL atau kod QR berniat jahat (melalui
e-mel, mesej dalam aplikasi, atau WhatsApp) dengan alasan
bahawa mangsa memerlukannya untuk menerima bayaran atau
membayar pengaturan perkhidmatan kiriman cepat bagi
menghantar barangan tersebut.

Selepas mengklik pada pautan URL atau mengimbas kod QR
tersebut, mangsa akan diarahkan ke laman web palsu untuk
memasukkan butiran log masuk perbankan internet, butiran kad
kredit dan / atau Kata Laluan Sekali Guna (OTP).

Mangsa akan menyedari mereka telah ditipu setelah mereka
dimaklumkan atau mendapat tahu adanya transaksi kad /
perbankan tanpa kebenaran.

Beberapa langkah berjaga-jaga:

- Aplikasi ScamShield dan pasangkan ciri-ciri
keselamatan (misalnya, dayakan pengesahan dua-faktor (2FA)
untuk bank dan tetapkan had transaksi
perbankan internet, termasuklah PayNow). Jangan sekali-kali

mendedahkan butiran peribadi atau perbankan internet dan OTP
anda kepada sesiapa.

untuk transaksi

PERIKSA - tanda-tanda penipuan dan dengan sumber-sumber
rasmi (misalnya periksa dengan bot ScamShield WhatsApp di
https://go.gov.sg/scamshield-bot, telefon Talian Bantuan
Antipenipuan di 1800-722-6688, atau layari www.scamalert.sg).
Jangan klik pada pautan URL yang meragukan dan sentiasa
pastikan ketulenan pautan URL tersebut. Jika berasa ragu,
sentiasa sahkan kesahihan maklumat dengan platform e-Dagang
secara langsung.

BERITAHU - Pihak berkuasa, keluarga dan kawan-kawan
tentang penipuan. Laporkan sebarang transaksi penipuan
kepada bank anda dengan segera dan laporkan mana-mana
pengguna yang mencurigakan dan sebarang transaksi menipu
daripada pasaran dalam talian kepada platform e-dagang
tersebut.

Untuk maklumat lanjut mengenai penipuan ini, sila layari SPF | News (police.gov.sg)

ADD CHECK TELL
ScamShield app and for scam signs and with  Authorities, family and
security features official sources friends

Menjual barangan secara dalam talian? Berhati-hati dengan pembeli palsul
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